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(54) ELECTRONIC DEVICE REMOTE CONTROL 
MANAGEMENT FACILITY 

(57) A security system 63 and an electronic group 
62 to be stored in a home network 6 are controlled by a 
home sever 61 , A home network management facility 5 
obtains status information showing the status of the 
electronic device group 62 from home server 61 when 
a user of electronic device group 62 operates a terminal 
1 to make a request to home network management fa- 
cility 5. Next, home network management facility 5 dis- 
plays a screen for showing the status of electronic de- 
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vice group 62 on a display unit of terminal 1 based on 
the received status information, generates display infor- 
mation for displaying a screen for prompting input of a 
control instruction of the home-located electronic devic- 
es to the user on the display unit of terminal 1 ; and trans- 
mits the display information to terminal 1. And, home 
network management facility 5 performs remote control 
of electronic device group 62 based on the received con- 
trol instruction via home server 61 when obtaining the 
control instruction from terminal 1 . 
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Description 

Technical Field 

[0001] The present invention relates to a method for 
remote control of home-located electronic devices, and 
a management facility. 

Art Background 

[0002] A variety of home-located electronic devices 
such as, televisions, video recorders, air conditioners, 
microwave ovens, washing machines, and personal 
computers (PCs) are currently being used in the home. 
While such devices are frequently used independently 
due to the lack of a common user interface, they are 
rarely used in conjunction with each other. 
[0003] Obviously, if such devices could be controlled 
using a common user interface and also collectively 
managed, their ease and range of use could be greatly 
enhanced. 

[0004] There are known several different methods for 
controlling household home-located electronic devices. 
In one method, a home server is provided. This server 
is used to control a home network, which is used in turn 
to control household home-located electronic devices. 
[0005] By utilizing such a system, it has been pro- 
posed to remotely control household home-located 
electronic devices via a remote control means installed 
in a house. In this way, a user is able to obtain status 
information on home-located electronic devices in a 
house, and to control their function from a location re- 
mote from the house. In particular the following three 
methods are known for use in systems comprising a 
home network having a remote control function. 

(1) Remote Control Method (a) 

[0006] The remote control method (a) is a home net- 
work comprising a home server which is continuously 
connected to the Internet. A user controls the home-lo- 
cated electronic devices in a house by communicating 
with the home server via the Internet from a portable 
telephone comprising a function of the Internet connec- 
tion, a portable terminal, such as PHS (Personal Hand- 
yphone System) or other terminals, such as a notebook 
PC. 

(2) Remote Control Method (b) 

[0007] The remote control method (b) is a home net- 
work also comprising a home server which has a remote 
connection function, for example, RAS (Remote Access 
Service) in Windows (Registered Trademark) of the 
home server. A user performs a dial-up connection to 
the home server from the terminal of a notebook PC or 
the like, to thereby control home-located electronic de- 
vices in a house. 
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(3) Remote Control Method (c) 

[0008] The remote control method (c) is a method by 
which to control home-located electronic devices in a 

5 house by utilizing a telephone, such as a pay phone ; a 
portable telephone or a PC which can perform the func- 
tion of transmitting a DTMF(Dial Tone Multi Frequency) 
signal. A user connects to the home server via a tele- 
phone line. The connected home server performs voice 

10 guidance with regard to the control of the home-located 
electronic devices. In accordance with the voice guid- 
ance, the user transmits the DTMF signal from the tel- 
ephone, and performs the remote control operation of 
the home-located electronic devices. 

15 [0009] The above-described methods for remote con- 
trol of home-located electronic devices are subject to 
some limitations and disadvantages. 
[0010] In remote control method (a), the home server 
has to be connected to the Internet all of the time and 

20 the cost of running is consequently high. 

In remote control method (b), the home server does not 
have to be connected to the Internet all the time and is 
more economical to run. 

[001 1] However, there are other restrictions when us- 

25 ing remote control method (b) in that a portable terminal 
such as a portable telephone has a function, at best, of 
being able to connect to the Internet and it is not com- 
patible with a remote connection function installed in the 
home server, such as a RAS. Therefore, the user is not 

30 able to perform communication with regard to the re- 
mote connection function. Also, when a remote control 
function is installed in a portable phone, there is a prob- 
lem that the portable phone becomes less portable 
since compatible software needs to be installed. 

35 [0012] This drawback or restriction does not exist in 
remote control method (c), where the user is able to ac- 
cess the home server by utilizing a compact and light- 
weight portable terminal such as a portable telephone, 
and performs the remote control operation by following 

40 voice guidance provided by the home server. However, 
it is time consuming for the user to perform the remote 
control operation in accordance with voice guidance re- 
ceived from the home server, and consequently it is not 
possible to obtain detailed information on the status of 

45 the home-located electronic devices. 

[0013] Further, in each of the remote control methods 
(a) (b) and (c), the home server provided in a house is 
required to perform multiple tasks, parallely and se- 
quentially, such as, controlling the home-located elec- 

50 tronic devices according to control instructions received 
from the user, transmitting the status of the home-locat- 
ed electronic devices to the user's terminal; based on 
the status information of the home-located electronic 
devices prompting the user to give the home server nec- 

55 essary control instructions; and receiving the control in- 
structions from the terminal. Therefore, a high level of 
process capability is required, in order for the home 
server to perform the necessary multiple operations, 
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which consequently results in high operating costs. 
[0014] Thus, due to high running costs, and the tech- 
nical limitations of the prior art, the wide spread use of 
remote control of home-located electronic devices can- 
not be achieved with the existing systems. 

Disclosure of Invention 

[0015] The present invention has been made with a 
view to providing an improved method for the remote 
control of home-located electronic devices and a man- 
agement facility. The present invention utilizes a simple 
server to control home-located electronic devices which 
does not require a high level of process capability; and 
a simple terminal (e.g. a portable telephone), for per- 
forming the remote control of the home-located elec- 
tronic devices. 

[0016] The present invention provides a method for 
remote control of home-located electronic devices when 
a management facility receives a request signal and a 
first identifying sgnal from a terminal via the network, 
the managemen: facility obtains status information 
showing status of home located electronic devices con- 
trolled by the server and a second identifying signal via 
the network from a server corresponding to the received 
first identifying signal, generates a screen showing the 
status of the home-located electronic devices and dis- 
play information showing a screen for prompting input 
of a control instruction for the home-located electronic 
devices based on the status information ; transmits them 
to the terminal corresponding to the second identifying 
signal; after which, the terminal displays a screen show- 
ing the status of the home-located electronic devices 
and a screen prompting input of a control instruction of 
the home-located electronic based on the received dis- 
play information devices on the display screen, and 
transmits the first identifying signal and first control in- 
formation showing the control instruction to the manage- 
ment facility when the control instruction is input. The 
management facility generates second control informa- 
tion, for which the server performs control of the home- 
located electronic devices : based on the first control in- 
formation, and transmits it to the server corresponding 
to the first identifying signal; following which the server 
performs control of the home-located electronic devic- 
es, based on the second control information. 
[0017] In the method for the remote control of home- 
located electronic devices of the present invention, the 
management facility obtains the status of the home-lo- 
cated electronic devices from the server when it re- 
ceives a request from the terminal, and receives the de- 
tails for controlling the home-located electronic devices 
from the terminal based on the obtained status informa- 
tion, and transmits the details to the server. Thus, re- 
mote control of home-located electronic devices can be 
performed by utilizing a simple server, which has the ad- 
vantage that large processing power is not required. 
Further, a simple terminal a portable telephone can be 



used. 

[0018] Following are summary descriptions of pre- 
ferred embodiments of the present invention. 
[0019] The management facility generatesthe display 
5 information depending, upon performance of the termi- 
nal corresponding to the second identifying signal. 
[0020] The management facility generatesthe display 
information depending upon communication capability 
of the terminal corresponding to the second identifying 

10 signal. . 
[0021] The management facility modifies the size of 
a picture a number of display colors, a number of gra- 
' dations, and data format for the display information de- 
pending upon display capability of the terminal corre- 
15 sponding to the second identifying signal. 

[0022] The management facility generates the display 
information to be the same layout of information details 
displayed on the screen at the time of generating the 
display information between terminals which perform 

20 differently. 

[0023] The first identifying signal and the second iden- 
tifying signal are the same signals. 
[0024] The management facility generatesthe display 
information based on either one of at least a user's age 
25 or sex. 

[0025] The server is able to control one or more con- 
trol items of one home-located electronic device, or of 
more than one home-located electronic devices; and the 
management facility memorizes security level showing 
30 beginning and ending of a range which permits the user 
to control; and the management facility excludes the in- 
formation for prompting the user to input a control in- 
struction of the home-located electronic devices at the 
time of generating the display information, and the in- 
35 formation with regard to the control items out of the 
range corresponding to the security level from said dis- 
play information. 

[0026] The management facility configures the secu- 
rity level based on the user's age. 
40 [0027] The server and home-located electronic devic- 
es are installed in a house used by the user, and con- 
figures a local network in the house. 
[0028] The server and home-located electronic devic- 
es are installed in vehicles used by the user, and con- 
45 figures a local network in the vehicles. 

[0029] An engine control unit for controlling the 
amount either one of at least gasoline or air supplied to 
an engine of vehicles is included in the home-located 
electronic devices; and the server controls the engine 
so control unit to control the amount either one of at least 
gasoline or air supplied to the engine of the vehicles 
based on the second control information. 
[0030] A location information unit for obtaining loca- 
tion information of vehicles is included in the home-lo- 
55 cated electronic devices; and the server controls the lo- 
cation information unit for obtaining the location infor- 
mation of the vehicles based on the second control in- 
formation. 
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[0031 ] The management facility transmits the second 
control information , and charges the user when the serv- 
ertransmits a notification that designated control is per- 
formed by second control information. 
[0032] The management facility transmits the second 
control information to the server via a mobile communi- 
cation network. 

[0033] The management facility is connected to the 
mobile communication network; and the terminal trans- 
mits first control information to the management facility 
via the mobile communication network. 
[0034] 17Further, the present invention provides a 
method for remote control of the home-located electron- 
ic devices that when the home-located electronic devic- 
es detect that an object is in designated status for de- 
tection the home-located electronic devices transmit an 
emergency signal to a server via a local network; and 
when the server receives the emergency signal, the 
server transmits an alarm showing an emergency and 
a first identifying signal to the management facility via 
the local network; and when the management facility re- 
ceives the alarm, the management facility generates a 
screen for performing alarm notification, and displays in- 
formation prompting input of a control instruction for the 
home-located electronic devices based on the alarm, 
transmits them to the terminal corresponding to the first 
identifying signal; and when the terminal displays the 
screen for performing alarm notification and the screen 
for prompting input of the control instruction for the 
home-located electronic devices on the display screen 
based on the received display information , and when the 
control instruction is input, the terminal transmits the 
second identifying signal and the first control information 
showing the first control information to the management 
facility; and the management facility generates the sec- 
ond control information, for which the server controls the 
home-located electronic devices, based on the first con- 
trol information, and transmits it to the server corre- 
sponding to the second identifying signal; andtheserver 
performs control of the home-located electronic devices 
based on the second control information. 
[0035] Also, in another preferred embodiment, the 
management facility is connected by a notification place 
in the emergency and a network; and the management 
facility notifies to the notification place based on the sec- 
ond control information, the display information includ- 
ing information showing a screen for prompting to notify 
to the notification place. 

[0036] In a further preferred embodiment, the first 
identifying signal and the second identifying signal are 
the same signals. 

[0037] Also, the present invention provides a method 
for remote control of home-located electronic devices 
wherein a management facility comprises driver soft- 
ware for the server for performing control of home-locat- 
ed electronic devices controlled by a server connected 
to the management facility via network; and the terminal 
transmits .to the management facility, a request signal 
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showing that the driver software is downloaded from the 
management facility by the server and an identifying sig- 
nal; and the management facility transmits to the server 
corresponding to the identifying signal, the driver soft- 
5 ware corresponding to the request signal. 

[0038] Also, the present invention provides a man- 
agement facility of the home-located electronic devices 
comprising a first communication unit for communicat- 
ing with a terminal a second communication unit for 
70 communicating with a server for performing control of 
home-located electronic devices, and a control unit, and 
when the control unit receives a request signal and a 
first identifying signal from the terminal via the first com- 
munication unit, the control unit obtains status informa- 
75 tion showing the status of the home-located electronic 
devices controlled by the server, and a second identify- 
ing signal from the server corresponding to the first iden- 
tifying signal via the second communication unit, gener- 
ates a screen for showing status of the home-located 
20 electronic devices and display information for prompting 
input of a control instruction of the home-located elec- 
tronic devices based on the status information, trans- 
mits them to the terminal corresponding to the second 
identifying signal via the first communication unit, gen- 
25 erates second control information, for which the server 
controls the home-located electronic devices, based on 
the first control information, and transmits it to the server 
corresponding to the received first identifying signal via 
the second communication unit. 
30 [0039] Also, in another preferred embodiment, the 
control unit generates the display information by web 
page including a link to a page including more detailed 
information than a page for prompting the user to input 
a control instruction displayed on the displays unit. 
[0040] Also, the present invention provides a man- 
agement facility of the home-located electronic devices 
comprising a first communication unit for communicat- 
ing with a terminal., a second communication unit for 
communicating with a server for performing control of 
home-located electronic devices, and a control unit, and 
when the control unit receives a first identifying signal 
and an alarm from the server via the second communi- 
cation unit, the control unit generates a screen for per- 
forming alarm notification and display information show- 
ing a screen for prompting input of a control instruction 
of the home-located electronic devices based on the re- 
ceived alarm, transmits them to the terminal corre- 
sponding to the first identifying signal via the first com- 
munication unit, and when the control unit receives a 
second identifying signal and first control information 
showing the control instruction from the terminal via the 
first communication unit, the control unit generates sec- 
ond control information, for which the server performs 
control of the home-located electronic devices, based 
on the first control information, and transmits it to the 
server corresponding to the second identifying signal via 
the second communication unit. 
[0041] Also, the present invention provides a man- 
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agement facility of the home-located electronic devices 
comprising a first communication unit for communicat- 
ing with a terminal, a second communication unit for 
communicating with a server for performing control of 
home-located electronic devices, a memory unit, and a 
control unit, and in which the memory unit compnses 
driver software for the server for performing control of 
home-located electronic devices controlled by the serv- 
er connected to the management facility via the network, 
and in which the control unit receives from the manage- 
ment facility via the first communication unrt, an identi- 
fying s.gnal and a request signal showing that the driver 
software is downloaded from the management facility 
b V the server, and transmits to the server corresponding 
,o the .denlitying signal via a second communication 
unit, the driver software corresponding to the request 
signal. 



Brier Descripiion of the Drawings 
[0042] 
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Fig 1 is a diagram illustrating the configuration of 
the remote control system for performing a home 
network management system according to one of 
tne embodiments in the present invention. 
Fiq 2 is a block diagram illustrating an example of 
the configuration of home server 61 according to 
this embodiment. 

Fig 3 is a diagram illustrating the format of status so 
information table TBU-m according to this embod- 
iment. , , 
Fig 4 is a block diagram illustrating an example of 
the configuration of home network management fa- 
cility 5 according to this embodiment. 
Fig 5 is a block diagram illustrating an example of 
the configuration of HTTP server 51 according to 
this embodiment. 

Fig 6 is a diagram illustrating the details of the 
memory function of customer management data- *o 
base 515 according to this embodiment. 
Fig 7 is a diagram illustrating the details of the 
memory function of status information memory unrt 
514 according to this embodiment. 
Fig 8 is a diagram Illustrating the details of the 
memory function of terminal information database 
516 according to this embodiment. 
Fig 9 is a diagram illustrating the details of the 
memory function of authentication database 541 ^ 
according to this embodiment. 
Fig. 10 is a diagram illustrating the details of the 
memory function of server information database 
551 according to this embodiment. 
Fig 11 is a diagram illustrating the sequence of the 
overall system according to the operation example 55 
1-a-1 of this embodiment. 
Fig 1 2 is a diagram illustrating the example of a log- 
in screen displayed on a display unit of a terminal 1 



according to this embodiment. 

Fin 1 3 is a flowchart illustrating the process of the 

system control unit of HTTP 51 in the operation ex- 

amole 1-a-1 according to this embodiment. 

Frg14A,14B,14C,14D,14E,14F,14G,14H14,, 

14J 14K 14L, 14M, and 14N are diagrams illustrat- 
ing an example of the transition of the pictures on 
the display unit of the terminal 1 according to this 
embodiment. 

Fig 15A,15B,15C,15D,15E,15F,15G,15H,15I, 
15J 15K and 15L are diagrams illustrating an ex- 
ample of the transition of pictures on the display unit 
of terminal 1 according to this embodiment. 
Fiq 16A 16B 16C, 16D, and 16E are diagrams il- 
lustrating an example of the transition of pictures on 
the display unit of terminal 1 according to this em- 
bodiment. 

Fig. 1 7 is a diagram illustrating the sequence of the 
overall system in the operation example 1-a-2 ac- 
cording to this embodiment. 
Fiq 18 is a flowchart illustrating the process of the 
system control unit of HTTP 51 in the operation ex- 
ample 1 -a-2 according to this embodiment. 
Fig 19 is a diagram illustrating the sequence of the 
overall system in transmitting an alarm from home 
network 6 to terminal 1 according to this embodi- 

Fig n 20A and Fig. 20B are diagrams illustrating an 
example of the transition of pictures on the display 
unit of terminal 1 according to this system. 
Fig 21 is a diagram illustrating the details of mem- 
ory function of customer management database 
51 5 according to modification 1 -1 . 
Fiq 22 is a block diagram illustrating the configura- 
tion of home network management 5 facility accord- 
ing to the second embodiment. 
Fiq 23 is a diagram illustrating the details of mem- 
ory function of driver database 51 7 according to this 
embodiment. 

Fiq 24 is a diagram illustrating an example of the 
menu screen displayed on a display unit of terminal 
1 according to this embodiment. 
Fig 25 is a block diagram illustrating the configura- 
tion of the remote control system according to the 
third embodiment. 

Fig 26 is a diagram illustrating status information 
table TBI_2-m provided in status information table 
memory unit 614 according to this embodiment. 
Fig 27A 27B, 27C, 27D, 27E, 27F. 27G, 27H, 27I, 
27J and 27K are diagrams illustrating an example 
of the transition of pictures on the display unrt of ter- 
minal 1 according to this embodiment. 
Fig 28A 28B, 28C, 28D, and 28E are diagrams il- 
lustrating an example of the transition of pictures on 
the display unit of terminal 1 according to this em- 
bodiment. 

Fig 29 is a diagram illustrating the sequence of the 
overall system of transmitting an alarm from car net- 
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work 600 to terminal 1 according to this embodi- 
ment. 

Fig. 30A. 30B, 30C. 30D, and 30E are diagrams il- 
lustrating an example of the transition of pictures on 
the display unit of terminal 1 according to this em- 
bodiment. 

Fig. 31 A 3 and 31 B are diagrams illustrating an ex- 
ample of the transition of pictures on the display unit 
of terminal 1 according to this embodiment 

Best Mode for Carrying out the Invention 

[0043] Preferred embodiments of the present inven- 
tion will now be described with reference to the accom- 
panying drawings. However, it will be apparent to those 
skilled in the art that the present invention is not restrict- 
ed to these embodiments, and various modifications are 
possible within the scope of the technical concept of the 
art. 

[1] First embodiment 

[1 .1] Configuration of the first embodiment 

(a) Configuration of the overall system 

[0044] Fig. 1 is a block diagram showing the configu- 
ration of a home network management system accord- 
ing to the first embodiment. 

[0045] As show in fig. 1 , the home network manage- 
ment system in this embodiment comprises a plurality 
of terminals 1 , mobile packet communication network 2, 
gateway server 3, the Internet 4, home network man- 
agement facility 5, a plurality of home, networks 6, and 
notification server 7. To avoid the figure 1 getting com- 
plicated, some of the terminals in all the terminal and 
some of home networks 6 in all the home networks pro- 
vided in terminal 1 are described. 
[0046] In this embodiment, the home network man- 
agement system provides a home network manage- 
ment service, which enables a user to perform remote 
control of home-located electronic devices in home net- 
work 6 provided in a user's house. In this case, the user 
is the user of terminal 1 , and the user of the home-lo- 
cated electronic devices provided in home network 6. 
[0047] Terminal 1 is a portable communication termi- 
nal comprising an instruction input unit, utilized by a user 
to input instructions; a display screen for displaying a 
picture; and a communication function to exchange 
packet data via mobile packet communication network 
2. It is possible to use various communication devices 
such as a portable telephone, a note book PC, and PDA 
(Personal Digital Assistance) , as terminals. Each such 
communication device has several manufactured mod- 
els, which can function as terminal 1 . Therefore, termi- . 
nal 1 comprises various communication capabilities, 
and display capabilities depending upon the model 
used. 



[0048] In this embodiment, the communication capa- 
bility of terminal 1 is determined by the maximum 
amount of data in a single reception, and the maximum 
communication speed. Also, the communication capa- 
5 bility of the terminal 1 in this embodiment is determined 
by the size of the picture; which can be shown on a dis- 
play unit, the number of picture elements, the variations 
in colors and gradations; and the data format of the data 
which can be displayed in terminal A. Generally, the 
10 communication capability and display capability are low 
when terminal 1 is a portable telephone, but the com- 
munication capability and display capability are high 
when terminal 1 is a notebook PC. If it is MPEG (Moving 
Picture Expert Group), which is a compression/expan- 
'5 sion system for moving pictures, it is easy to display by 
notebook PC, but difficult to display by portable tele- 
phone. 

[0049] Also, terminal 1 comprises a memory function 
(not shown here). A terminal ID which identifies each 

20 terminal as an identifier; the model of terminal 1; the 
WWW (World Wide Web) browser for displaying infor- 
mation obtained from the resource on the Web; and the 
program (hereafter referred to as an access browser) to 
communicate directly with home network management 

25 facility 5 via a mobile packet communication network are 
memorized in this memory. Terminal 1 communicates 
directly with home network management server 5 
through the WWW browser and the access browser. 
[0050] Gateway server 3 is a computer system pro- 

30 vided in a mobile packet gateway relay exchange station 
(not shown here) which connects the Internet 4 to mobile 
packet communication network 2; and mediates to 
transmit and receive data among different networks. 
Specifically, gateway server 3 converts the data for mo- 

35 bile packet communication network 2 transmitted from 
the terminal 1 , to the data for TCP/IP (Transmission 
Control Protocol/Internet Protocol) which the Internet 4 
follows, and transmits it to the Internet 4. (tec. edits; 
please be careful not to use articles with numbered el- 

io ements if they have an antecedent. It complicates spec- 
ifications greatly if articles are used throughout. EC.) Al- 
so, gateway server 3 converts the data transmitted from 
the Internet 4, to the data for mobile packet communi- 
cation network 2 which follows the transmission proto- 
-*s col, and transmits the data to mobile packet communi- 
cation network 2. 

[0051] And : gateway server 3 is one which connects 
terminal 1 to the Internet 4 when the terminal 1 is a port- 
able telephone. Accordingly, when terminal 1 is a note- 
50 book PC, or PDA, it may be connected to an access 
point for the Internet 4 without going through gateway 
server 3 by wire connection. 

[0052] A mobile packet communication network2pro- 
vides a packet exchange service with terminal 1 and the 
»5 home network 6 via a base station 21 . Mobile packet 
communication network 2 has a service control station 
and an exchange station, (not shown here) 
[0053] A home network 6 is a home network installed 
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in respective houses. (OK)Home network 6 comprises 
a home server 61 , an home-located electronic device 
group 62, and a security system 63, each of which are 
mutually connected by home bus 64. 
[0054J The home-located electronic device in home- 
located electronic device group is a microwave, a rice 
cooker, a refrigerator, lighting fixtures, an air conditioner, 
a video recorder, a gas leakage detection device, a wa- 
ter heater and so forth. Each home-located electronic 
device has a function to communicate with home server 
61 via home bus 64. 

[0055] Security system 63 is a computer system to de- 
tect an emergency situation (An object is in designated 
status for detection ) which occurs in a house. Specifi- 
cally, security system 63 detects that a window is bro- 
ken: or controls locks in the house; and communicates 
with home server 61 via home bus 64. Security system 
63 transmits notification of the emergency (hereafter re- 
ferred to as an alarm) to home server 61 . Also, security 
system 63 performs a process to modify lock status and 
so forth followed by an instruction from home server 61 . 
[0056] The communication standard for home server 
61 . home-located electronic device group 62, and secu- 
rity system 63 may be used on an optional basis. For 
example, USB (Registered Trademark), IEEE1394, 
Home RF or Bluetooth (Registered Trademark), Havi 
(Registered Trademark), jini (Registered Trademark) or 
UpnP (Universal plug and play), and so forth. 
[0057] Home server 61 communicates with home net- 
work management facility 5 via mobile packet commu- 
nication network 2, and controls home-located electron- 
ic device group 62 and security system 63. Home server 
61 transfers the received alarm to home network man- 
agement facility 5 when an alarm is transmitted from se- 
curity system 63. 

[0058] Home network management facility 5 manag- 
es home network 6. That is to say ; when home network 
management facility 5 receives a control instruction for 
remote control from a user of terminal 1 , home network 
management facility 5 seeks for home network 6 corre- 
sponding to the user and transmits the received control 
instruction to home server 61 in home network 6 via mo- 
bile packet communication network 2. 
[0059] Also, when home network server management 
facility 5 receives alarm from home server 61 , home net- 
work server management facility 5 generates an elec- 
tronic mail in accordance with the information on the 
alarm, transfers the electronic mail to terminal 1 of the 
user corresponding to home server 61 . And, home net- 
work management facility 5 notifies notification server 7 
according to the instruction from the terminal of user 1 . 
The electronic mail generated in home network man- 
agement facility 5 will be described later. 
[0060] Notification server 7 is a computer system 
which the police station or a security company owns, 
and an event corresponding to the information on the 
alarm is generated. In the police station or the security 
company, the policemen or security guards are sent 



based on the event. 

(b) Configuration of home server 61 . 

5 [0061] The configuration of home server 61 is de- 
scribed in fig. 2. As shown in this figure, home server 61 
comprises control unit 611, radio communication unit 
61 2, bus interface unit 61 3, and status information table 
memory unit 614. 
10 [0062] Control unit 611 comprises CPU (Central 
Processing Unit), ROM (Read Only Memory), RAM 
(Random Access Memory), and a hard disk, each of 
which are not shown here. A home network ID, which is 
a identifier which home network management facility 5 
is specifies home network 6, security system 63 stored in 
home network 6, and driver software for controlling a 
home-located electronic device group 62 ; and the vari- 
ous control programs are provided in the hard disk. The 
CPU performs the various control programs. The RAM 
20 is used as work area for the CPU. 

[0063] The control programs provided in the hard disk 
are as follows : 



(1) Home Network Control Program 



25 



[0064] A home network control program communi- 
cates with home network management facility 5. This is 
the program for controlling security system 63 and 
home-located electronic device group 62 according to 
30 a control instruction from home network management 
facility 5. 

(2) Notification program 

35 [0065] A notification program is a program to transfer 
the received alarm to home network management facil- 
ity 5 when an alarm is transmitted from security system 
63. 

[0066] Radio communication unit 612 communicates 

40 with mobile packet communication network 2 via base 
station 21 . It enables home server 61 to transmit and to 
receive the data to and from home network manage- 
ment facility 5. Bus interface unit 613 is connected to 
home server 61 , home-located electronic device group 

45 62, and security system 63 via home bus 64. 

[0067] Security system 63 controlled by home server 
61, and a status information table TBL1 -m (m=1-k) lo 
show the status information of home-located electronic 
device group 62 are provided in status information table 

so memory unit 614. 

[0068] Fig. 3 is a conceptual diagram for showing the 
format of memory of status information table TBL1 -m. 
Each status information table TBL1 -m corresponds to 
each home-located electronic device or security system 

55 63, and each table is configured by home-located elec- 
tronic device categories for the home-located electronic 
devices (That is to say : the names of the home-located 
electronic devices), and the status information to show 
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the latest status of the home-located electronic devices 
and so forth. 

[0069] For example, status information table TBL1-1 
is the table corresponding to security system 63 in fig. 
3. The lock status of a door a lock log for the house, 
and operation status of security system 63 are provided 
in status information table TBL1 -1 . The operation status 
means whether security system 63 is set or not. 
[0070] Also, status information table TBL1 -2 is the ta- 
ble corresponding to video recorder 62 in an home-lo- 
cated electronic device group. The status of presetting 
program recording, the amount of recording time which 
a video tape in the video recorder has, and a recording 
history are provided in status information table TBL1 -2. 
As shown in this figure, a plurality of status with regard 
to presetting program recording are provided in status 
information table TBL1 -2, and each status corresponds 
to a recording start date and time, a recording stop date 
and time, and a recording channel. 
[0071] When a user requests status information by 
utilizing terminal 1 : the status information is transmitted 
to home server 61 corresponding to the user via home 
network management facility 5. And, control unit 611 in 
homo server 61 transmits home-located electronic de- 
vice categories provided in status information table 
TBLl-m. and the status information to home network 
management facility 5 when receiving the status infor- 
mation request. 

(c) Configuration of a home network management 
facility 5 

[0072] Fig. 4 is a block diagram illustrating the config- 
uration of home network management facility 5, As 
shown in this figure, home network management facility 
5 comprises HTTP server 51. relay unit 52 ; DNS (Do- 
main name system) server 53, authentication server 54, 
network management server 55 : billing server 56, and 
bus 57. 

[0073] HTTP server 51 is connected to the Internet 4; 
and has a function as a WWW server. The URL corre- 
sponding to each resource (the resource corresponding 
to a Web screen or a home screen of the Web screen's 
initial screen and so forth) is configured in the resource 
on home server 51 . HTTP server 51 transmits to termi- 
nal 1 , the data corresponding to the URL included in the 
GET request when receiving a GET request in the HTML 
data from terminal 1 

[0074] Fig. 5 is a block diagram illustrating the config- 
uration of HTTP server 51 . As shown in thisf igure, HTTP 
server 51 comprises system control unit 511 , bus inter- 
face unit 512. communication unit 513, and status infor- 
mation memory unit 514. Also, system control unit 511 
is connected to customer management database 515, 
and terminal information database 516. 
[0075] Communication unit 513 mediates to receive 
and to transmit data between the Internet 4 and system 
control unit 511 . Specifically, as well as transmitting the 



received data to system control unit 51 1 via the Internet 
4, communication unit 513 sends out data transmitted 
from system control unit 511 to the Internet 4. Bus inter- 
face unit 512 mediates to receive and to transmit data 

5 between system control unit 511 and bus 57. 

[0076] System control unit 511 comprisesCPU, ROM, 
RAM, and a hard disk; and performs a process of con- 
trolling each unit in HTTP server 51 . The following pro- 
grams are provided in the ROM. That is to say a control 

10 program for which the CPU generates data to transmit 
to terminal 1 when system control unit 511 receives a 
GET request from terminal 1 ; a control program for 
which the CPU follows an instruction from terminal 1 to 
transmit the control instruction to home network 6; and 

15 a control program for which the CPU generates an elec- 
tronic mail corresponding to the alarm, to be transmitted 
to terminal 1 when an alarm is transmitted from home 
server 61 .The CPU performs the processes by perform- 
ing these programs. The RAM is used as a work area 

20 for the CPU. 

[0077] Fig. 6 is a conceptual diagram showing the de- 
tails of memory of customer management database 
515. As shown in this figure, a terminal ID, a home net- 
work ID for home network 6 which a user can control, 

25 and a security level corresponding to the user of cus- 
tomer management database 515 are provided in cus- 
tomer management database 515 corresponding to a 
user ID belonging to the user of terminal 1 . 
[0078] The user ID is an identifier assigned to a user 

30 who joins a home network management service. Also, 
the home network ID includes an address for which HT- 
TP server 51 communicates with a home server 61 via 
network management server 55. 
[0079] And, the security level shows the limit range 

35 with regard to the control when each user performs the 
remote control for home network 6. That is to say, the 
security level shows the range of beginning and ending 
which enables the user to control, and the differences 
will be described below. 

40 

(1) Level 1 

[0080] Level 1 is the lightest level with regard to con- 
trol. A user of terminal 1 whose level 1 is set can perform 
45 remote control of security system 63 provided in home 
network 6, and every home-located electronic device in 
home-located electronic device group 62. 

(2) Level 2 

50 

[0081] A user of terminal 1 whose level 2 is set can 
perform the remote control of home-located electronic 
device group 62, but cannot control the security system 
63. 

55 

(3) Level 3 

[0082] A user of terminal 1 whose level 3 is set cannot 
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perform the remote control of the system security 63, 
and some specified items with regard to home-located 
electronic device group 62. 

[0083] The security for home network 6 is guaranteed 
by configuring the security level for each user. For ex- 
ample, It is assumed that a user of terminal 1 is a child, 
and security level 3 is set to the user. At this point, se- 
curity level 3 is preset to a disable status for control of 
a water heater in home-located electronic device group 
62, to thereby prevent a child controlling the tempera- 
ture, or unlocking a door by mistake. 
[0084] And the security level may be set by a user in 
the configuration when the user joins a home network 
management service, or it may be modified afterthe us- 
er joins the service. 

[0085] Next, fig. 7 is a conceptual diagram illustrating 
the details of memory of status information memory unit 
514. 

[0086] As shown in this figure, home-located electron- 
ic device categories with regard to home-located elec- 
tronic devices controlled by home network 6, and the 
status information, both of which corresponds to the 
home network ID, are provided in status information 
memory unit 514. HTTP server 51 obtains the status in- 
formation stored in status information memory unit 514 
from home server 61 when receiving a request for the 
status information from terminal 1 . Accordingly, the sta- 
tus information stored in status information memory unit 
514 is the same as that which home server 61 has at 
the point when HTTP server 51 transmits the status in- 
formation to terminal 1 . 

[0087] System control unit 51 1 modifies the status in- 
formation according to an instruction from a user. And, 
system control unit 511 transmits to home server 61 , a 
control instruction including the modified status informa- 
tion. 

[0088] Home server 61 provides the status informa- 
tion including the control instruction with status informa- 
tion table TBL1 -m owned by home server 61 itself. And, 
home server 61 executes driver software memorized in 
a hard disk responsive to the status information in status 
information table TBL1 -m, and controls the home-locat- 
ed electronic devices. That is to say, home server 61 
performs control operations corresponding to the status 
information when the status information stored in status 
information table TBL1-m is modified. 
[0089] Fig. 8 is a conceptual diagram illustrating the 
details of memory of terminal information database 51 6. 
As shown in this figure, the display capability, commu- 
nication capability, and the communication standard 
(hereafter referred to as terminal communication 
standard ) corresponding to the model of terminal 1 (in- 
cluding a category of terminal 1 ) are provided in terminal 
information database 516. The terminal communication 
standard in this case is the communication standard to 
be followed when HTTP server 51 communicates with 
terminal 1 , and it is different depending upon the model 
of terminal 1 or category. For example, if terminal 1 is a 



notebook PC. it follows HTTP1 .1 and so forth as com- 
munication protocol, if terminal 1 is a Portable tele- 
phone, it follows a subset protocol of HTTP and so forth. 
[0090] Also, a measure provided in terminal mforma- 
s tion database 516 for indicating the display capability 
and the communication capability may be anything, but 
it is measured on a scale from level 1 to level 5 depend- 
ing upon the difference of the display capability and the 
communication capability of each terminal in this em- 
10 bodiment. For example, when the level of the display 
capability is level 1 , it indicates that terminal 1 is a com- 
munication terminal such as a portable telephone which 
have low display capability. On the contrary, when the 
level of the display capability is level 5, it indicates that 
15 terminal 1 is a communication terminal such as a note- 
book PC which have high display capability. Similarly, if 
the communication capability has a higher level, it 
shows a higher communication capability. 
[0091] System control unit 511 modifies data (e.g. 
20 web screen ) which should be transmitted to terminal 1 
depending upon the communication capability and the 
displaycapability of terminal 1 . Forexample, with regard 
to data which should be transmitted to terminal 1 which 
has low communication capability and display capabili- 
25 ty system control unit 51 1 generates the data within the 
receiving capability of terminal 1 , or generates the data 
on the basis of the size of the picture, variations in 
colors and gradations can be displayed on the display 
unit of terminal 1. Also, if picture image is added to an 
so HTML data by an image tag and so forth, the data format 
of the picture image, which is not displayed by the dis- 
play capability of terminal 1 , may be added. In this case, 
system control unit 511 modifies the data format of the 
picture image to correspond to the display capability of 
35 terminal 1. This ensures that terminal 1 receives the 
transmitted data, and is able to display the data. De- 
scription of the image tag regulation in system control 
unit 51 1 will be omitted as it is the same as regulated in 
the preceding HTML data. 
40 [0092] Relay unit 52 mediates to receive and to trans- 
mit data between mobile packet communication net- 
work 2 and bus 57. Specifically, when HTTP server 51 
performsadirectcommunicationwith terminal 1 via mo- 
bile packet communication network 2, relay un.t 52 con- 
45 verts the data transmitted from terminal 1 to the data 
which bus 57 can use(ls it possible to say " follow ' in- 
stead), and outputs the data to bus 57. Also, relay unit 
52 converts the data transmitted from bus 57 to a trans- 
mission protocol form which the mobile packet commu- 
50 nication network 2 can use (follow?), and transmits the 
data to mobile packet communication network 2. The 
communication between mobile packet communication 
network 2 and home network management facility 5 via 
relay unrt 52 may be performed by wire or radio. 
55 [0093] DNS server 53 takes charge of an IP address, 
and a domain name which HTTP server 51 requires 
when receiving and transmitting data via the Internet 4. 
[0094] Authenticationserver54isaserverforauthen- 
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tication of the user of a terminal when an authentication 
request is transmitted from the terminal, Authentication 
server 54 comprises authentication database 541 . 
[0095] Fig. 9 is a diagram illustrating details of mem- 
ory of authentication database 541 . As shown in this fig- 
ure, passwords corresponding to user IDs for each user 
are provided in authentication database 541. The au- 
thentication process in authentication server 54 will be 
described later. 

[0096] Network management server 55 manages to 
receive and transmit data between home network 6 pro- 
vided in home network management facility 5 and HTTP 
server 51 . Also, network management server 55 com- 
prises server information database 551 . 
[0097] Fig. 10 is a conceptual diagram illustrating the 
details of the memory of a server information database. 
As shown in this figure, communication standard (here- 
after referred to as network communication standard ) 
corresponding to home network IDs for each home net- 
work, which home network 6 follows, is provided in serv- 
er information database 551. In this case, the network 
communication standard is the communication stand- 
ard to be followed when home server 61 communicates 
with an outside terminal. For example, HTTP1.0, 
HTTP1 .1 , Novel Ltd.(Registered Mark) and so forth are 
well-known. 

[0098] Along with offering a home network manage- 
ment service, billing data corresponding to the manage- 
ment charges for each user is memorized in billing serv- 
er 56. And, the billing data also corresponds to home 
network 6. The frequency of updating the billing data can 
be selected. For example, the management charge may 
be updated on a monthly basts as a total cumulative 
amount, or it may be updated according to a given price 
list each time home network 6 is controlled by utilizing 
terminal 1 . In this embodiment, a charge is made each 
time remote control for home network 6 is performed by 
utilizing terminal 1 . 

[1 .2] Operation of the first embodiment 

[0099] The operations of this embodiment will be de- 
scribed as follows : 

(a) The remote control operation which a user per- 
forms with home network 6 by utilizing terminal 1: 

(b) The operation of alarm transmission to terminal 
1 from home network 6. 

[0100] The details of a memory in each database and 
in each table described above are the same as the ones 
shown in fig. 6, fig. 8, fig. 9. and fig. 1 0. Also, terminal 1 
is a model name [model a] (e.g. a portable telephone) ; 
and comprises [terminal a] as a terminal ID. Also : a user 
ID for a user of terminal 1 is [user, a] as shown in fig. 9. 

(a) A remote control operation of home-located 
electronic devices which a user performs home-located 



electronic devices in home network 6 by utilizing 
terminal 1 . 

[0101] There are two operation examples which will 
be described below.. 



< Operataion example 1-a-1> 

[0102] In this example, a user performs remote con- 
^0 trol of home network 6 by accessing home server man- 
agement unit 5 via the Internet 4 by utilizing terminal 1 . 
[0103] Fig. 11 is a sequence diagram of this operation 
example. 

[01 04] When a user forgets to perform the presetting 

1 $ program recording while at home, the user can input the 
programming remotely by operating instruction input 
unit of Terminal 1 . In terminal 1 , the WWW browser is 
read out according to the input instruction. And, terminal 
1 performs a packet registration at mobile packet com- 

20 munication network 2. The packet registration is a reg- 
istration process by which terminal 1 exchanges pack- 
ets via mobile packet communication network 2. When 
the packet registration is completed, terminal 1 can ex- 
change packets with gateway server 3. 

25 [0105] Next, terminal 1 transmits communication re- 
quest CR1 to HTTP server 51 via mobile packet com- 
munication network 2. In this case, terminal 1 adds the 
terminal ID [terminal a] to communication request CR1 , 
and transmits it to HTTP server 51 . Further, with regard 

30 to the transmission of information from terminal 1 to 
home network management facility 5, terminal 1 adds 
the terminal ID to the information in the transmission. 
Communication request CR1 sent out to mobile packet 
communication network 2 by terminal 1 is received by 

35 gateway server 3, and transmitted to HTTP server 51 
via the Internet 4. (Step Sa1) 

[0106] HTTP server 51 transmits model request MR1 
to terminal 1 via the internet 4 when receiving commu- 
nication request CR1.(Step Sa2); model request MR1 
-to is transmitted to terminal 1 via gateway server 3. Termi- 
nal 1 reads out its own model name [model a] from mem- 
ory when receiving model request MR1. Terminal 1 
transmits GET request GR1 to which the model name 
is added to HTTP server 51 for obtaining a log-in screen. 
45 (Step Sa3) In this case, the log-in screen is a screen for 
prompting to input user ID and password, and for the 
user of terminal t to log into HTTP server 51 . 
[0107] On the other hand, when the GET request GR1 
is received by HTTP server 51 , system control unit 511 
50 starts to perform a flow process as shown in fig. 1 3, and 
at the same time the operation shown in fig. 11 . 
[0108] Firstly, system control unit 511 extracts the 
model name [model a] added to the GET request GR1 , 
and stores the model name in RAM. (Step Sbl in fig. 1 3) 
55 And, system control unit 511 reads out the display ca- 
pability level (level 1 in this case) corresponding to the 
model name [model a], the communication capability 
level (level 1 in this case), and terminal communication 
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standard (standard 1) from terminal information data- 
base 516, and stores them in RAM. (Step Sb2 in the fig. 

[0109] Next, system control unit 511 generates data 
(hereafter referred to as log-in data) to be transmitted 
to terminal 1 which corresponds to a log-in screen. Sys- 
tem control unit 511 modifies the log-in data to be gen- 
erated according to display capability level 1 and com- 
munication capability level 1 . However, if a picture for- 
mat displayed on the screen is different depending upon 
the model of terminal 1 , a user may encounter problems 
in using terminal 1 of a different model. Therefore, sys- 
tem control unit 51 1 generates log-in data forthe layout 
of the screen which is the same for the screen displayed 
on any model of terminal 1 . Therefore, the user will be 
able to use all models of terminal 1 similarly. 
[0110] System control unit 511 transmits log-in data 
LD1 to terminal 1 via the internet 4 according to the ter- 
minal communication standard (standard 1) provided in 
RAM. (Step Sa4 in the fig. 11 and Step Sb3 in the fig. 
13). When the transmission is completed, system con- 
trol unit 511 performs a verification check on whether 
the password and so forth are transmitted from terminal 
1 . (Step Sb4 in the fig. 13) System control unit 511 re- 
peats the verification check in Sb4 of a password and 
so forth transmitted from terminal 1 . 
[0111] On the other hand, log-in data LD1 is received 
by terminal 1 , which displays the screen shown in fig. 
12. To make a decision, the user inputs user ID [user, 
a], and the password [xxxxx] to the instruction input unit. 
And. terminal 1 transmits to HTTP server 51, GET re- 
quest GR2 to which the user ID [user, a], and password 
[xxxxx] are added, to obtain the next screen. (Step Sa5) 
[0112] When the GET request is received in fig. 13, 
the verification in Step Sb4 is YES. And, the user ID [us- 
er, a] and the password [xxxxx] are extracted from GET 
request GR2. and system control unit 511 in HTTP serv- 
er 51 and stores the user ID and the password in RAM. 
(Step Sb5) Further, system control unit 511 reads out 
the user ID [user, a] and the password [xxxxx], and 
transmits the user ID and the password to authentication 
server 54 via bus interface unit 512. (Step Sa6 in fig. 11) 
[0113] Next, system control unit 511 is ready to verify 
whether the authentication result has been transmitted 
from authentication server 54 (Step Sb7 in the fig. 13). 
The verification in Step Sb7 is NO until the authentica- 
tion result is transmitted, and therefore verification op- 
eration is repeated. 

[0114] On the other hand, authentication server 54 
which has received the user ID [user, a] and the pass- 
word [xxxxx] authenticates the identity of the user. (Step 
Sa7) Authentication server 54 performs the following 
process in Step Sa7 for authentication. 



(2) Authentication server 54 authenticates the pass- 
word which is read out by determining whether it is 
the same as that transmitted from the HTTP server. 



(1) Authentication server 54 reads out the pass- 
word, corresponding to the user ID [user, a] trans- 
mitted from HTTP server 51 , from authentication 
database 541 . 



5 T01 15] Authentication server 54 transmits the authen- 
tication result AR to HTTP server 51 . (Step Sa8) When 
HTTP server 51 receives the authentication result AR, 
the verification in Step Sb7 (Fig. 13) is YES in system 
control unit 511 in HTTP server 51, and the process 
10 moves to Step Sb8. And, system control unit 511 venf.es 
whether the authentication result transmitted from au- 
thentication server 54 is a notification of authentication 
success. (Step Sb8 in fig. 13) 
[0116] If it is verified that the passwords in (2) are not 
is the same because of a typing mistake and so forth, au- 
thentication server 54 transmits a notification of authen- 
tication failure as the authentication result AR. In this 
case in system control unit 51 1 in HTTP server 51 , the 
verification in Slep Sa8 in fig. 13 is NO, the notification 
20 of authentication failure is transmitted to terminal 1 , and 
the process is completed. As a result, the information 
[the authentication ends in failure, and control of the 
home network is not performed ] is displayed on the dis- 
play unit of terminal 1 . In this case, the user has to repeat 
25 the process. 

[01 17] On the contrary, in this embodiment, the pass- 
words are the same. Therefore, the notification of au- 
thentication success is transmitted from authentication 
server 54 as the authentication result AR. In this case, 
30 in system control unit 511 , the verification in step Sb8 in 
fig 13 is YES. and the process moves to Step Sb9. Sys- 
tem control unit 511 reads outa home network ID [home, 
a] corresponding to the user ID [user, a] stored in RAM , 
and security level [level 1] from customer management 
35 database 515: stores them in the RAM. From this point, 
home network management system 5 verifies that the 
signals received from terminal 1 are the signals corre- 
sponding to the home network ID [home, a], with regard 
to the remote control of home-located electronic devices 
40 in home network 6. 

[0118] By this point, the terminal ID [terminal a], the 
user ID [user a], the password [xxxxx], the security level 
[level 1] the home network ID [home, a], the model 
name [model a ], the display capability level [level 1] the 
45 communication capability level [level 1 ], and the termi- 
nal communication standard [standard 1] are provided 
in the RAM in system control unit 511 . 
[0119] Next, system control unit 511 reads out the 
home network ID [home, a] provided in the RAM, and 
so transmits status information request SR1 to which the 
home network ID is added, to network management 
server 55. (Step Sa9 in Fig. 11 and Step Sb1 0 in fig. 13) 
And system control unit 511 is ready for verifying wheth- 
er status information SI1 is transmitted from network 
55 management server 55, and the verification in Step 
Sb11 is NO until status information SI1 is transmitted 
from home server 61 .(Step Sb11 in fig. 13) 
[0120] In fig. 11, network management server 55 ex- 
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tracts the home network ID [home, a] included in status 
information request SR1 , and reads out network com- 
munication standard [standard 1) corresponding to the 
home network ID [home, a] from server information da- 
tabase 551 . (Step Sa1 0) After which, network manage- 
ment server 55 performs communication with home 
server 61 according to the network communication 
standard [standard 1]. 

[0121] Next, network management server 55 trans- 
mits status information request SR1 to home server 61 . 
(Step Sa11) Home server 61 transmits home-located 
electronic device categories for each home-located 
electronic device to which its own home network ID is 
added : and status information S1 1 of home-located elec- 
tronic device to the network management server 55 
when receiving status information request SR1 . (Step 
Sa12) At this point, home server 61 transmits status in- 
formation SI1 to which the home network ID [home, a] 
is added, to network management server 55. With re- 
gard to the transmission of information from home serv- 
er 61 to home network management facility 5 hereafter, 
home server 61 adds the home network ID [home, a] to 
each piece of information, andtransmits the information. 
Status information SI1 is transferred to HTTP server 51 
by network management server 55. (Step Sa13) 
[0122] On the other hand, when system control unit 
511 in HTTP server 51 receives status information re- 
quest SI1 , the verification in Sb11 of fig. 13 is YES, and 
the process moves to Step Sb12. And, system control 
unit 511 stores status information memory unit 514, the 
status information transmitted from the home server, 
and home-located electronic device categories, both of 
which correspond to the home network ID [home. a]. 
(Step Sb12 in fig. 13) For example, if the status infor- 
mation transmitted from home server 61 , and home-lo- 
cated electronic device categories are the same as the 
ones shown in fig. 3, the status information shown in fig. 
7 is stored in status information memory unit 51 4 in HT- 
TP server 51 by system control unit 511 . 
[0123] At this point, the status information stored in 
status information memory unit 514 is decided by the 
security level of terminal 1. For more details, system 
control unit 511 stores in status information memory unit 
514, the status information corresponding to the security 
level of tne terminal 1 user among the status information 
transmitted from home server 61 . In other words, the 
only status information with regard to the home-located 
electronic devices, which are remotely controlled by the 
terminal 1 : is stored in status information memory unit 
514. 

[0124] In this embodiment, the security level corre- 
sponding to the user is level 1 . In this security level, the 
user of terminal 1 can perform remote control of the 
home-located electronic devices included in security 
system 63. Then, system control unit 511 stores all sta- 
tus information received, in status information memory 
unit 514. 

[0125] At this point, it is assumed thatthe security lev- 



el correspondingto the user of terminal 1 is level 2 which 
can perform the remote control of home-located elec- 
tronic devices except security system 63, In this case, 
system control unit 51 1 abandons the status information 

5 with regard to security system 63 included in the ob- 
tained status information, and writes the other home-lo- 
cated electronic device information in status information 
memory unit 514. By abandoning the status information 
with regard to the home-located electronic devices of 

10 which the user is not permitted to perform remote control 
depending upon the security level, it is possible to pre- 
ventthe improper control of home-located electronic de- 
vices by the user. 

[0126] Next, the process of home network control is 
15 performed between terminal 1 and HTTP server 51. 
(Step Sb13 in the fig. 13) 

[0127] Fig. 14A, 14B, 14C. 14D, 14E, 14F, 14G, 14H, 
141, 14J, 14K, 14L, 14M, 14N, 15A, 15B, 15C, 15D.15E, 
15F, 15G.15H.151, 15J, 15K, 15L.16A, 16B, 16C.16D 

20 and 1 6E are figures illustrating the txansition of pictures 
displayed on a display unit of terminal 1 when the proc- 
ess of home network control is performed. 
[0128] In this process, system control unit 511 gener- 
ates menu data MD1 whose menu items are electronic 

25 categories (That is to say, the names of home-located 
electronic devices) stored in status information memory 
unit 514. 

[0129] At this point, menu data MD1 is one of HTML 
data generated by system control unit 51 1 based on the 

30 status information memorized in status information 
memory unit 514. In details, the HTML data is data for 
showing the status of home-located electronic devices 
belonging to electronic group 62 provided in home net- 
work 6, which the user is able to control; and for display- 

35 ing a screen for prompting the user to input control in- 
structions of the home-located electronic devices on dis- 
play of terminal 1 . Also, the URL for which the user ob- 
tains detailed information, selects the control items des- 
ignated by an anchor tug on the screen displayed by the 

40 HTML data. Accordingly, terminal 1 only has to insert a 
WWW browser, which is fit for a wide range of uses, to 
perform remote control without inserting software with 
regard to a function of special remote control such as 
RAS. The anchor tag is the tag which designates a link 

45 in the HTML data and the description will be omitted as 
this is used in the prior art. 

[01 30] Further with regard to generating HTML data, 
HTTP server 51 generates HTML data corresponding 
to the display capability level, and communication capa- 

so bility level of terminal 1 . Accordingly, failure of a proper 
display of data received by terminal 1 with a low display 
capability; or terminal 1 with a low communication ca- 
pability receiving excess information do not occur. 
[0131] And, system control unit 511 transmits menu 

55 data MD1 to terminal 1 corresponding to home network 
ID [home. a]. In details, system control unit 511 transmits 
menu data MD1 according to a terminal communication 
standard, (standard 1) 
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roi32] The names of the home-located electronic de- 
Sees which a user can operate by remote control wrth.n 
rranqeo the security level, are displayed on the d lS play 

IS of terla, 1 as menu items, Specificajy, termin 
1 displays the menu items shown in fig. UA. Next, in 
he status which a screen shown in fig. HA is displayed, 
a usTpelrms input operation to designate [a video 
recorder] in the menu item for presetting a program re- 
cord^ By this operation, the menu item , [a i video 
"order ] is displayed in reverse. Atthis pent w en the 
US er inputs instruction into input unit of terminal 1 , ter- 
Tna 1 reads out the URL corresponding to the menu 
Uem from menu data MD1 . information table TRL1-m 
an? performs the remote control of the home-located 

mation. As a result, the presetting program recording re, 
quested by the user is performed, and the mam switch 
of the air conditioner is also modified to ON 
» 33] Home server 61 transmits to network manage- 
ment server 55, control completion informat.on for 
sTwingThat the control designated by contro. instruc- 
ion CI? is performed. Network management server 55 
Reives me contro, completion information^ ras - 
ters the control completion informat.on to HTTP server 
51 HTTP server 51 transmits the control completion in- 
formation along with the home network ID to b hng serv- 

Thus in billing server 56, billing is made on the base of 
lata corresponding to the remote contro each ftn. 
when the control completion information is transm,tted. 

<Operation example 1-a-2> 



mi 341 Next, there follows an example of an operation 
S which direc communication is performed with home 
network management facility 5 by utilizing a terminal 1 , 
but without use of the Internet 4. 
m 35 The operation example will be described with 
e erence to fig 17. However, since the operation ex- 
ample basically thesameasthatof operation example 
™ only those points which differ will be desenbed. 
[01361 Firstly, a user performs input operation to com- 
municate with relay unit 52 in home 
mentfaci.ity5via mobile packetcommumcationnemok 

2 by operating an instruction input unit of terminal i_ 
Then, the access browser described above is read out 
according to the input operation in terminal 1 . 
S And, terminal 1 performs a paoke.reJr« 
o mobile packet communication network 2. When the 
packet registration is performed, terminal 1 can perform 
a packet exchange with relay unit 52. 
[0138] Next, terminal 1 transmits communication re- 
quest CR2 to relay unit 52. (Step Sol) 
which has received communicat.on request CR2, trans 
fers communication request CR2 to HTTP server 51. 

[0139] SC2 System control unit 511 in HTTP server 51 
transmits model request 2 MR2 to relay unit 52. (Step 



mamnn/ wnen receiving mode! request MR2. Ana, to od 

mobile packet communication "f^ G !J^£? 
GR4 to which the model name is added. (Step sct». 

10 Z LraA is received by relay unit 52. and 
And, GET request GR4 is receivec oy y 

transferred to HTTP server 51 . (Step Sc6) 
,o pi 4 W en GET request GR4 is received, in system 
control unit 511 in HTTP server 51 the process shown 
in a flow diagram in fig. 18 gets started. 
014 11 Firstly, system control unit 511 extracts the 
mode! name [model a] added to GET request GR4. and 

Slity leve (level 1 in this case], communication ca- 
3K1 (level 1 in this case], and terminal commu- 
n?auon standard [standard 1], each of which corre- 
Z o po ds to The mode, name [mode, a] from terminal in- 
formation database 516, and stores them in the RAM. 

D (user a] corresponding to a terminal ID (terminal a] 
2S lo red in 1 RAM, and a home network ID [home, a 
id secure level [leva, 1] from customer management 
database 515, and stores them in he RANI 
rniAdi At this point, the terminal ID [terminal a], tne 
useMD [u e a] the security level [level 1], the horn. 
30 network ID [home, a], the model name [model a] the 
Sav capability level [level 1 ], the communicat on ca- 
£ Cel 11 and the terminal communication 

CXS'i-storedintheRAMofsys^ 

n the RAM the same process as that in Sa9-Sais, as 
"h own in % 11 • is Pe^rmed in Sc7-Sc21 as s own , 
fia 17 Also the same process as that in SblO Sb 4, 
2 shown in % 13, is Performed in Sd4-Sd Bl n fig. 18, 

40 m'STZTZ*. home-located e,ectron,c device 
[ group 62 provided in home network 6, and securrty sys- 
tem 63 are controlled. a 
^An operation when an alarm from home network 6 
45 te transmitted to a terminal 1 . 

0 S The operation which the alarm Irom home net- 
Sort o is^ansmitted to terminal 1 will be described with 

Inobject for detection is detected by 
so secZ system 63 when the object gets in a designated 

55 X\Z*s the details of the emer- 

ge tXZ to say, a door is open even though it is 
status.), which has happened in a house, and 
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other information to alarm AC1 . 
[0149] Home network ID [home, a] is added to alarm 
AC1 by home server 61. Then, alarm AC1 is transferred 
to network management server 55, and transferred to 
HTTP server 51 by network management server 55. 
(Step Se2 and Se3) 

[0150] System control unit 511 in HTTP server 51 ex- 
tracts the emergency information from alarm AC1 , and 
stores it in RAM when receiving alarm AC1. When an 
emergency occurs, to notify an alarm to a user of home 
network 6 } the system control unit 511 generates elec- 
tronic mail EM1 , and transmits it to the terminal 1 corre- 
sponding to the home network ID [home, a] via the In- 
ternet 4. (Step Se4) At this point the details of alarm 
AC1 , and URL corresponding to a log-in screen of HTTP 
server 51 are provided in the electronic mail EM1 gen- 
erated by system control unit 511 . 
[0151] Terminal 1 displays a picture corresponding to 
electronic mail EM1 on a display unit displayed in fig. 
20A when receiving electronic mail EM1 . In this case, 
the alarm sound may be output in terminal 1 which elec- 
tronic mail EM1 is received. 

[0152] In this status., terminal 1 extracts the URL cor- 
responding to the log-in data from received electronic 
mail EM1 , and transmits GET request GR5 including the 
URL to HTTP server 51 via mobile packet communica- 
tion network 2 when the user performs the input opera- 
tion for selecting an instruction button of terminal 1, 
" Log in the home server ". (Step Se5) At this point, ter- 
minal 1 adds its own model name to GET request GR5, 
and transmits it to HTTP server 51 . 
[0153] Next, system control unit 511 in HTTP server 
51 generates log-in data LD2, and transmits, it to termi- 
nal 1 via the Internet 4. (Step Se5) Then, the same proc- 
ess as that in Step Sa5-Sa13in fig. 11 is performed be- 
tween the terminal 1 and home network server 5 when 
log-in data LD2 is transmitted. 

[0154] Next, system control unit 511 in HTTP server 
51 transmits menu data MD3 to the terminal 1. (Step 
Se7) At this point., system control unit 51 1 in HTTP serv- 
er 51 modifies menu data MD3 depending upon the 
communication capability level and the display capabil- 
ity level of terminal 1 . By the way, the operation for mod- 
ifying the menu data depending upon the communica- 
tion capability level and so forth is already described 
above, therefore, the explanation will be omitted. 
[0155] Terminal 1 displays to the user, a picture shown 
in fig. 20B for prompting to deal with the emergency. At 
this point, when the user performs the input operation 
for selecting " Alarm ", terminal 1 extracts the URL cor- 
responding to the alarm, and transmits a GET request 
including the URL to HTTP server 51. When system 
control unit 511 in HTTP server 51 receives the GET 
request system control unit 511 inquires a service con- 
trol station provided in mobile packet communication 
network 2 to obtain the house information, in whose 
home network 6 is installed, such as a person's name 
(the user in this case) living there, an address. Then, 



system control unit 511 in HTTP server 51 adds the 
name and address to the GET request, and transmits 
the GET request to a notification server 7. As a result., 
an alarm event is generated at a police station, or a se- 

5 curity company, to enable a response from the appro- 
priate service to be made. Therefore, the police or the 
security guard are able to go to the above house. 
[01 56] On the other hand, when the user performs the 
operation for " Lock again ", terminal 1 extracts the URL 

to corresponding to " Lock again and transmits decision 
signal DS3 including the URL to HTTP server 51 .(Step 
Se8) System control unit 511 in HTTP server 51 modi- 
fies status information memorized in status information 
memory unit 51 4 according to decision signal DS3 when 

*5 receiving decision signal DS3. And, system control unit 
51 1 transmits control instruction CI3 to which the status 
information is added, to home server 61 via network 
management server 55. (Step Se9-Se10) 
[0157] When control instruction CI3 is received, con- 

20 trol unit 611 in home server 61 extracts the status infor- 
mation from control instruction CI3, and overwrites sta- 
tus information table 1-m. And, control unit 611 reads 
out driver software of home-located electronic device, 
and controls home-located electronic device followed by 

25 the modified status information Thus, the door is locked 
again by security system 63. 

[01 58] In the home network management system ac- 
cording to the embodiment, the user obtains the status 
of the home-located electronic devices provided in the 

30 home network by letter information displayed on a dis- 
play of terminal 1 , and performs remote control. The re- 
mote operation by the home network management sys- 
tem according to the embodiment is not difficult, as com- 
pared with the operation by a conventional DTM F signal . 

35 [0159] Also, as well, as showing the status of the 
home-located electronic devices to a user, HTTP server 
51 generates the information for displaying a picture 
prompting input of a control instruction for the home-lo- 
cated electronic devices, on a display unit of terminal 1 

*o according to a HTML form. Accordingly terminal 1 can 
perform remote control without having a software with 
regard to a special remote control function (e.g.: RAS) 
if it has a WWW browser which is fit for a wide range of 
users. In this way, remote control of the home-located 

45 electronic devices provided in the home network is per- 
formed even in the case that a simple terminal, such as 
a portable telephone or the like is used. Also, in perform- 
ing remote control of the home-located electronic devic- 
es, it is not necessary for home server 61 to perform a 

50 process for showing the status of the home-located 
electronic devices one by one, for prompting the user to 
input the control instruction for the home-located elec- 
tronic devices, and for performing direct data communi- 
cation with terminal 1 forthe above process. Thus, home 
55 server 61 may be simple. Further, remote control by the 
home network management system can save some cost 
which the user bears as home server 61 is not required 
to be connected to the Internet all the time. 
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roi 60] Also, home network management facility 6 can 
surely show the status of the home network to a user of 
terminal 1 as the amount of the data which should be 
transmitted to terminal 1 is decided depending upon dis- 
play capability and communication capability of terminal 
1 Also a log-in screen and a setting screen, which are 
transmitted to terminal 1, are generated in the same 
form by the HTTP server regardless of a model of the 
terminal. Accordingly the user of terminal 1 can perform 
remote control of home-located electronic devices pro- 
vided in the home network without uncomfortable feel- 
ing. 

[0161] Also, in this embodiment when an emergency 
occurs in a house where home network 6 is installed 
home server 61 transmits an alarm to home network 
management facility 5, and home network management 
facility 5 transmits an electronic mail to terminal 1 based 
on the alarm . Consequently when an emergency occurs 
in a house where home neiwork 6 is installed, details of 
the emergency d.c notified to the user of terminal 1. 
[0162] Also in '.his embodiment home network man- 
agement facility 5 notif.es a poi.ee station or security 
company in response to an .nsiruct.on from terminal 1 
after notification of nc alarm to :nc user of terminal V 
Therefore, the emergency not.f.cal.on is performed 
based on the intents of the user who manages the 
house. 

[0163] Also, this embod.ment shows that the status 
information stored in status information memory unit 
514 in HTTP server 51 is obtained from home server 61 
when access is performed from terminal 1 . However, the 
status information can be shared by between home 
server 61 and HTTP server 51 . In this case, if the status 
information in home server 61 is modified, the status in- 
formation should be transmitted to HTTP server 51 from 
home server 61 . 

[01641 Also, with regard to generating HTML data, this 
embodiment shows that HTTP server 51 generates the 
HTML data for a screen corresponding to the URL, and 
transmits it to terminal 1 when URL is selected by a user 
every time, but the HTTP can be generated collectively. 
For example. HTTP server 51 may generate all the HT- 
TP data with regard to remote control of home-located 
electronic devices in a hierarchical way after obtaining 
status information SI1 in Step Sal 3, as shown in tig. 11 . 
[01 65] Also to perform remote control of home-locat- 
ed electronic devices, in this embodiment HTTP server 
51 modifies the status information according to an in- 
struction from terminal 1 , transmits to home server 61 , 
a control instruction to which the modified status infor- 
mation is added. However, remote control of the home- 
located electronic devices may be performed by modi- 
fying the details of the control instruction without adding 
the status information. 

[01661 Also, in this embodiment details of information 
to be notified to the terminal 1 is the emergency case 
when an event has happened to the home server 6. 
However the details of information to be notified is not 



restricted to an emergency case, and may be an option- 
al one selected by the user. 

[0167] Also, in this embodiment HTTP server 51 
memorizes the status information in status information 
5 memory unit 51 4 depending upon a secunty level of the 
user after abandoning the status information with regard 
to home-located electronic devices which the user is not 
permitted to perform remote control. Accordingly, the 
user cannot obtain the status information of the home- 
to located electronic devices which are not permitted to be 
controlled remotely. However, with regard to the home- 
located electronic devices which are not permitted to be 
controlled remotely. HTTP server 51 may be one for 
generating the HTML data to show the status informa- 
15 ton to the user even though the home-located electronic 
devices are not controlled remotely by the user. 
[0168] Also, in this embodiment home network man- 
agement server 5 communicates with home server 61 
via mobile packet communication network 2, however, 
20 a channel for communicating between the both servers 
may be wire or local network. 



[1 . 3] Modifications 
25 Modification 1-1> 

[0169] In this embodiment, customer management 
database 515 stores one home network ID and one se- 
curity level, each of which corresponds to one user. That 
30 is to say, one user can control one home network 6 by 
using one terminal. However, the following modifica- 
tions may be made. 

[0170] Fig, 21 is a diagram illustrating the details of a 
memory of customer management database 515 ac- 
35 cording to the modification 1 -1 . As shown in the figure 
the multiple home network IDs corresponding to each 
user ID and each terminal ID are provided in customer 
management database 515. Security levels corre- 
sponding to each home network ID are provided. 
40 r0171] That is to say, in this modification, a home net- 
work management system is provided whereby multiple 
home networks 6 are controlled remotely by one termi- 
nal 1 In this modification, the home network ID is pro- 
vided in a log-in screen in addition to a space for input- 
45 tinq the user ID and the password shown m fig. 1 2. Then , 
control unrt 511 in HTTP server 51 performs user au- 
thentication by transmitting the user ID transmitted from 
terminal 1 and the password to authentication server 
54 Also, at this point, system control unit 51 1 reads out 
so security level corresponding to the home network ID 
from customer management database 515. And, sys- 
tem control unit 511 controls home network 6 corre- 
sponding to an instruction from terminal 1 within a range 

of the security level. 
55 [0172] For example, the following case is assumed as 

coverage of this modification. For example, a user inde- 
pendent of parents lives in a house or apartment, and 
looks after them. If the parents live in a different house 
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or apartment, the user may prefer to perform remote 
control of the parent's house as well as that of the user 
[0173] In this modification, there are multiple home 
networks which a user can perform remote control, 
therefore, the user accesses home network manage- 
ment facility 5 by utilizing terminal 1 to control home- 
located electronic devices in home network 6 in their 
house. 

Modification 1-2> 



tronic device group 62 installed in a house is described 
among the remote control systems of the home-located 
electronic devices according to the present invention, 
however, the present invention is not restricted to the 
5 above system. That is to say, it may be a remote control 
system for home-located electronic devices which per- 
form remote control of home-located electronic devices 
in a school or other building. 

10 Modification 1 -5> 



[0174] In this embodiment, the data (e.g. log-in data 
or menu data) which should be transmitted to terminal 
1 from HTTP server 51 is modified depending upon 
communication capability and display apability of the 
terminal 1 . However, descriptions of a screen may be 
configured by a unser's age or sex as well. That is to 
say, if the user is a small child, a decorative graphic and 
so forth may be added in the screen of the terminal 1 . 
[01 75] In this case, a user's age is provided in the cus- 
tomer management database 515. Then, the data to 
which a decorative graphic appropriate for the age of 
the user is added is generated by taking the age into 
consideration when system control unit 511 in HTTP 
server 51 generates the data (e.g. corresponding to log- 
in data) which should be transmitted to terminal 1 . 
[0176] Also ( in this embodiment, the information dis- 
played on a display unit of terminal 1 is displayed in text 
form. However, it may also be displayed by GUI (graph- 
ical user interface) 



[0180] In this embodiment and the modifications de- 
scribed above, remote control of home- located electron- 
ic devices is performed after a user inputs [ a user ID ] 

'5 and [ a password J transmitted from the terminal 1 (That 
is to say, after a user authentication is performed), how- 
ever, the present invention is not restricted to this exam- 
ple. For example, multiple home networks 6, which are 
capable of being controlled remotely by each terminal 

20 1 . may be memorized in the home network management 
facility 5. Then, when a control request to which the ter- 
minal ID is added is executed at one terminal 1 , home 
network 6 corresponding to the terminal ID may be con- 
trolled. 

25 [0181] Also, the terminal IDs are added to the various 
information as identifiers, however, it is also not restrict- 
ed to this example. The identifier may be a user ID or a 
home network ID. 

30 [2] Second embodiment 



Modification 1-3> 

[0177] In this embodiment, information such as a us- 
er's birthday is not provided in customer management 
database 515. But, security level may be modified au- 
tomatically depending upon a user's age by providing a 
birth date in customer management database 515. 
[0178] For example, a child lives in a house where a 
parent is a user of the system in which home network 6 
is installed, and the parent sets the security system. By 
the time the child becomes a junior high school student, 
the parent may want to set the security level at level 2 
In this case, the user's birth date, and age which is cal- 
culated from the birth date is provided in customer man- 
agement database 515. Then, the security level corre- 
sponding to the user may be set automatically by HTTP 
server 5 at a time the child becomes a junior high school 
student. Also, by providing the birthday in customer 
management database 515, the data format may be 
modified by using the birth date when the data to be 
transmitted to terminal 1 is modified on the basis of the 
user's age like Modification 1-2 described above . 

Modification 1-4> 

[0179] Also, in this embodiment, the home network 
management system for controlling home-located elec- 



[2.1] Configuration of the second embodiment 

[01 82] The configuration of the remote control system 
35 according to this embodiment is the same one described 
in the first embodiment if it is not particularly shown , and 
the same operation is performed in the remote control 
system. 

[0183] This embodiment comprises the following 
io function in addition to the one described in the first em- 
bodiment. For example, when a user buys new home- 
located electronic device(s) provided in home network 
6 installed in a user's house, the user is required to in- 
stall new driver software corresponding to the new 
■*5 home-located electronic device(s) in home server 61 in 
home network 6. 

[0184] In this embodiment, the user accesses home 
network management server 5 by utilizing terminal 1, 
and downloads the driver software corresponding to 

so home-located electronic device(s) to home server 61 . 
[0185] To achieve the above function, home network 
management server 5 according to this embodiment 
has a configuration shown in fig. 22. As shown in this 
figure, the same numerals are attached with regard to 

55 the same elements in fig. 4. 

[0186] As shown in this figure, home network man- 
agement server 5 according to this embodiment com- 
prises driver database 51 7, and driver database 51 7 is 
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connected to HTTP server 51 . Fig. 23 shows the details 
of memory in driver database 51 7. As shown in this fig- 
ure, the driver software for the model corresponding to 
the model name of each home-located electronic device 
is provided in driver database 517. Also, the driver soft- 5 
ware corresponding to most of the home-located elec- 
tronic devices provided in the market is provided in driv- 
er database 517. Also, URL for specifying resource po- 
sition of each driver software is set in each driver soft- 
ware provided in driver database 517 
[0187] Also, ROM comprises various information and 
a control program in the first embodiment described 
above, and a program for downloading the driver soft- 
ware to home server 61 based on a request from the 
terminal 1 is provided in ROM in addition . 
[0188] System control unit 511 downloads the driver 
software corresponding to the request from terminal 1 
to home server 61 by performing the program. 
[01 89] The billing data stored in billing server 56 is ac- 
cumulated as content transmission charge every time 
when the driver software is downloaded, apart from the 
management charge described above. 

[2.2] Operation of the second embodiment 

[0190] In this embodiment (a) the operation when the 
remote control of home network 6 is performed by uti- 
lizing terminal 1, (b) the operation when an alarm is 
transmitted from home network 6 to terminal 1 , the both 
operations are completely the same as that described 
in the first embodiment, therefore, the only different op- 
erations from the first embodiment will be described. 
[0191] (c) The operation when the driver software is 
downloaded by utilizing terminal 1 . 
[0192] The difference of a communication channel 
between terminal 1 and home network management fa- 
cility 5, that is to say, by whether it is downloaded via 
the Internet 4 or via mobile packet communication net- 
work 2, there are two operation examples. But, apart 
from the authentication process in home network man- 
agement facility 5, there are no differences in these ex- 
amples like the operation examples of 1-a-1 and 1-a-2 
described above. Therefore, the example that the ac- 
cess is made to HTTP server 51 in home network man- 
agement facility 5 via the internet 4 will be described. 
Also, the tasks are required that a new home-located 
electronic device is added to home-located electronic 
device group 62, or the old home-located electronic de- 
vice is changed to the new device before this operation; 
but it is assumed that the above tasks have already been 
performed. 

[0193] Firstly, when a user performs input to perform 
browsing by operating an instruction input unit of termi- 
nal 1 . WWW browser is read out according to the input 
instruction. Then, terminal 1 performs a packet registra- 
tion to mobile packet communication network 2. Also, 
when direct communication with relay unit 52 is per- 
formed by terminal 1 via the mobile packet communica- 



tion network 2, the WWW browser is read out for com- 
munication with relay unit 52. 

[0194] The authentication process carried out by the 
user of terminal 1 is performed in home network man- 
agement facility 5 by performing the same process as 
that one in Sa1 -Sa1 3 in fig. 1 1 (Sc1 -Sc1 1 in fig. 1 7 when 
direct communication with relay unit 52 is performed by 
terminal 1). Accordingly, status information in home 
server 61 is shared by HTTP server 51 . 
[0195] Next, system control unit 511 in HTTP server 
51 transmits the menu data to terminal 1 . At this point, 
the menu items shown in the first embodiment, and the 
menu item stating [Click here for downloading the driver 
software] are included in the menu data transmitted from 
system control unit 511. An example of a picture dis- 
played on a display unit of the terminal 1 is described in 
fig. 24 when the menu data is received by terminal 1 . 
[0196] When the user performs an input operation to 
select the menu item stating " Click here for download- 
ing the driver software " to an instruction input unit of 
terminal 1 in the status displaying the picture, A charac- 
ter string, " Click here for downloading the driver 
software is highlighted. At this point, when the user 
performs input operation to decide the menu item, sys- 
tem control unit 511 extracts URL corresponding to the 
menu item, and transmits a GET request including the 
URL to HTTP server 51 via mobile packet communica- 
tion network 2. 

[0197] Next, when the GET request is received by HT- 
TP server 51. system control unit 511 in HTTP server 
51 extracts URL from the GET request. Then, system 
control unit 51 1 verifies that the HTML data wh ich should 
be transmitted to terminal 1 from the URL corresponds 
to the data stating " Click here for downloading the driver 
software ". 

[0198] Next, system control unit 511 in HTTP server 
51 reads out the model name of home-located electronic 
device stored in driver database 517. generates the 
HTML data including the model name of home-located 
electronic device, and transmits the HTML data to ter- 
minal 1 . It is to be noted that the URL corresponding to 
each driver software corresponds to model names of 
each home-located electronic device. 
[01 99] A list of the model names of the home-located 
electronic devices which can be downloaded, that is to 
say, the list of the model names of the home-located 
electronic devices shown in fig. 23 r is displayed on the 
display unit of terminal 1 . In this status, when [Model a 
of an home-located electronic device ] is selected by in- 
put operation, the terminal 1 extracts the URL corre- 
sponding to [Model a of an home-located electronic 
device ], and transmits the GET request including the 
URL to HTTP server 51. 

[0200] When the GET request transmitted from termi- 
nal 1 is received by HTTP server 51 , system control unit 
511 in HTTP server 51 extracts the URL including the 
GET request. Then, system control unit 511 reads out 
[Driver a] from driver database 517 according to the 
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URL, and stores [Driver a] in RAM. Also, system control 
unit 511 generates the HTML data for displaying a 
screen to prompt the user to decide, and transmits the 
HTML data to terminal 1 . 

[0201] As a result, the a question such as [Do you 5 
wish to download the driver software corresponding to 
"Model a of an home-located electronic device" ? ] is 
displayed on the display unit of terminal 1 . And, when 
the user pushes an ENTER key in the instruction input 
unit of terminal 1 . terminal 1 transmits to HTTP server w 
51 , a notification which approval is performed to mobile 
packet communication network 2 (hereafter referred to 
as an approval notification). 

[0202] System control unit 511 in HTTP server 51 
transmits to billing server 56, a message stating the driv- is 
er software is downloaded along with the home network 
ID when receiving the approval notification. As a result, 
in billing server 56. billing data corresponding to content 
transmission charge is generated each time the driver 
software is downlonded. and the billing data is updated 20 
in a cumulative way 

[0203] Also, system control un! 51 1 in HTTP server 
51 reads out [Driver a| stoicd in RAM And : this [Driver 
a] is transmitted to home server 61 via network manage- 
ment server 55 by system comrolun t 511 . Then, control 25 
unit 611 in home se^vc 61 installs the driver software 
transmitted from network management server 55 on the 
hard disk owned oy control unit 611 
[0204] Thus, in this embodiment driver software for 
the home-located electronic devices is downloaded by 30 
accessing HTTP server 51 by utilizing terminal 1 . There- 
fore, the user can update the driver software in home 
server 61 without complicated process even though the 
home-located electronic devices in home server 6 are 
changed. 35 
[0205] In this embodiment.. HTTP server 51 reads out 
every model name of the home-located electronic de- 
vices provided in the driver database,, generates the 
HTML data including home-located electronic device, 
and performs transmission. However, a picture corre- *o 
sponding to a screen for inputting the model name of 
terminal 1 may be transmitted to the user of terminal 1 
instead of transmitting the HTML data. In this case, sys- 
tem control unit 51 1 in HTTP server 51 searches the de- 
tails of driver database 517 based on the model name -*5 
transmitted from the terminal 1 . Also, the model name 
may be searched from a maker name by providing a 
model name corresponding to a maker name. 

[3] Third embodiment so 

[3.1] Configuration of the third embodiment 

[0206] Fig. 25 is a block diagram illustrating the con- 
figuration of the remote control system in this embodi- 55 
ment. As shown in this figure, the same numerals are 
attached with regard to the same elements in the fig. 1 . 
[0207] As shown in this figure, the remote control sys- 



tem comprises car network management unit 500.. and 
car network 600. 

[0208] Car network 600 is the network provided in a 
car; and comprises car server 601 , key control unit 602, 
security system 603, engine control unit 604, GPS (Glo- 
bal Positioning System) 605, air conditioner 606, and 
bus 607 which connects these mutually. 
[0209] Key control un it 602 authenticates a key being 
inserted into a key cylinder. The unit is connected to a 
starter of the engine, and detects whether the engine 
has been started. The way to authenticate the key being 
inserted into the key cylinder can be selected. For ex- 
ample, IC is provided in the key ; and a body number of 
the car and so forth are memorized in the IC. Then, the 
authentication is performed by verifying whether the 
body number matches that which key control unit 602 
comprises. 

[0210] Engine control unit 604 is the unit to control an 
injection system; and controls the amount of gasoline 
and air which should be provided to a combustion cham- 
ber by opening an accelerator and so forth. 
[0211] GPS (Global Positioning System) 605 calcu- 
lates the position of a car by latitude and longitude; and 
generates location information corresponding to the po- 
sition of the car. 

[0212] Also, key control unit 602, security system 603, 
engine control unit 604, GPS (Global Positioning Sys- 
tem) 605, and air conditioner 606 have a communication 
function, and communicates with car server 601 via bus 
607. 

[0213] Security system 603 performs the process to 
modify lock status and so forth according to an instruc- 
tion from car server 601, monitors the changes in the 
car, and transmits an alarm to car server 601 when an 
emergency happens. The alarm to be transmitted to car 
server 601 from security system 603 are as follows : 

(1 ) Burglar alarm 

[0214] The burglar alarm is the alarm transmitted to 
car server 601 from security system 603 when the en- 
gine starts in the status that the authentication is not per- 
formed, or a window pane of the car is broken. 

(2) Accident alarm 

[0215] The accident alarm is an alarm transmitted to 
car server 601 from security system 603 when an acci- 
dent involving a vehicle occurs. Security system 603 de- 
tects that an accident has happened when acceleration 
of gravity above designated threshold is detected, and 
transmits this alarm to car server 601 . 
[0216] Car server 601 is the same configuration as 
home server 61 shown in the first embodiment, and 
manages home-located electronic devices installed in 
the vehicles (hereafter referred to as in-vehicle devices), 
such as key control 602, security system 603, engine 
control unit 604, GPS 605, and air conditioner 606. Also, 
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t e S 01. the only different point from 

hTe serve 61 according to the first embodiment is the 
"staTus Nation provided in status informat.cn table 

n a n cle device is provided in status inferno 
f ab ,e memory unit 614 according to this embed ment. 
A S compared with the first embodiment, the «jm £ 

t ^i QC tri ?-4 with regard to GPS 60t> are 
formation tables TBL2 4 W. tn 9 tabies 

characteristic among the siaius. . htajned bv 

tri 2-m The location information of a car obtameo oy 
GPS i 605 is provided in the tables TBL2-4 by latitude 

^Ta-so. when car server 601 -eives an alarm 
Security system 603. car server 60- rans e« e 

acting a car with headlights on. It is optional how car 
se^e? 601 is installed. For example, a function of car 
seTe 01 may be installed in a navigation device. 

cTr network 600 instead of home network 6. For exam 
11 network communication standard provided n 
e% er information database 551 is modified to network 

so, meswi corresponds to 

memory unit 514 in HI ik serve Further 
eacn in-vehicle device. (Please refer to fig. D Further 
the home network ID [home, a], [home, b] and so forth 
became a car network ID [car. a), [car. b] and so forth 
wThTeoard to the information provided in customer 
ranagemeni database 51 5. Since the on, difference, 
-win such in— on 
merit involves names and the UKe, aeiat 

SS° TL embodiment, a security leve. set for 

ed in customer management database 515 in the first 
embodiment 



(a) The operation when remote control of car net- 
work 600 is performed by utilizing terminal 1 and 
^The operation when an alarm is transited to 

work 600 is performed by utilizing terminal 1. 



[3.2] Operation of the third embodiment 
[0221] The operation of this embodiment will be de- 
scribed as follows : 



10222] The difference of a communication channel 
1 Lrminai 1 and car network management facil- 

Internei * ui v, 0 operation exam- 

3 s formed in between terminal 1 and HTTP >u*m 5 

g^rns usSing an example of the transjior , o the P ,c 

operation to seieci r correspond i ng to the menu 
input unit of termina 1 U RL com *P° ^ 
4S ltemfromthemenudaBlse«racted ^ 

terminal 1 transmits a ^^% Xus{S Z^y 
screens dfcpayec on 2 ^ 1 ^Jcond«on.fl 

— sss 

TJTS::^, memory unit 514 in HTTP 
server 51 is modified. Since the process performed in 
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the car network control process is the same as that per- 
formed in the first embodiment, its detailed description 
is omitted. 

[0228] Thus, when the status information stored in 
status information memory unit 514 in HTTP server 51 
is modified, HTTP server 51 transmits a control instruc- 
tion including the modified status information to car serv- 
er 601 . And, car server 601 performs control of the in- 
vehicle devices by following the control instruction, 
(b) The operation when an alarm is transmitted to ter- 
minal 1 from car network 600. 
[0229] In this operation, there are three operation ex- 
amples depending upon the details of emergency which 
has occurred in car network 600. Each operation will be 
described below. 



<Operation example 3-b-1> 

[0230] This operation example is performed when a 
burglar alarm is transmitted from security system 603 to 
car server 601. 

[0231] Fig. 29 is a diagram illustrating the process in 
this operation. 

[0232] Firstly, a burglar has broken in a car, and starts 
the engine of the car by using a duplicate key. In this 
case, key control unit 602 notifies a message, [ The en- 
gine has started in a status in which key authentication 
is not performed.] to security system 603. Security sys- 
tem 603 transfers an alarm AC2 to car server 601 after 
receiving this notification. (Step Sf1) 
[0233] Further, this alarm AC2 is transferred to car 
network management server 500 by car server 601 , and 
transferred to HTTP server 51 by car network manage- 
ment server 500. (Step Sf2,Sf3) 
[0234] System control unit 511 in HTTP server 51 ex- 
tracts the details of the emergency from the alarm AC2 
after receiving the alarm AC2, and stores the details in 
RAM. Then, system control unit 511 generates an elec- 
tronic mail EM2 corresponding to the details of the alarm 
AC2, and transmits the electronic mail EM2 to terminal 
1 .(Step Sf4) Likewise the first embodiment, URL corre- 
sponding to log-in data of HTTP server 51 is included in 
the electronic mail EM2. 

[0235] As shown in fig. 30 A, in terminal 1 , a screen 
corresponding to the electronic mall EM2 is displayed 
on a display unit after receiving the electronic mail EM2. 
By watching this screen, the car user becomes aware 
that the car is stolen. 

[0236] In this status, when the user performs an input 
operation to select a character string, [Log in to car 
server ] by operating an instruction input unit of terminal 
1 , the character string is highlighted in terminal 1 . Then, 
when the user performs input operation to make a de- 
cision to the instruction input unit of terminal 1 , terminal 
1 extracts URL corresponding to the log-in data from the 
received electronic mail EM2, and transmits a GET re- 
quest G R6 including the U RL to HTTP server 5 1 via mo- 
bile packet communication network 2. (Step Sf5) In this 



case, the terminal 1 adds its own model name to the 
GET request GR6 when transmitting the GET request 
GR6 to HTTP server 51. 

[0237] Next, system control unit 511 in HTTP server 
5 51 generates log-in data LD3, and transmits the log-in 
data LD3 to terminal 1 after receiving the GET request 
GR6. (Step Sf6) When the log-in data is received, the 
same process as that in Sa5-Sa1 3 in fig. 11 is performed 
between terminal 1 and car network management facil- 
10 ity 500. 

[0238] Next, system control unit 511 in HTTP server 
51 transmits menu data MD4 to terminal 1.(Step Sf7) 
And, as shown in fig. 30C, terminal 1 displays menu 
items, which can be performed by the user, on the dis- 
« play unit when receiving the menu data MD4. 

[0239] In this status, when the user performs the input 
operation to select [Notify the police ] : terminal 1 trans- 
mits to HTTP server 51 , a decision signal DS4 including 
the URL corresponding to [ Notify to the police ]. (Step 
20 Sf8) System control unit 511 in HTTP server 51 reads 
out information corresponding to GPS 605 from among 
the status information stored in status information mem- 
ory unit 51 4, that is to say, location information. System 
control unit 511 in HTTP server 51 transmits to notifica- 
25 tion server 7, a notification along with this location infor- 
mation. As a result, an event for which the notification 
is performed is generated at a police station, or a secu- 
rity company. Accordingly policemen or security guards 
will be able to determine on the basis of the location in- 
30 formation transmitted to notification server 7, a location 
of the stolen car. 

[0240] Also, when the user performs the input opera- 
tion to select a menu item, [Check Location 
information ] to the instruction input unit of terminal 1, 
35 control unit511 in HTTPserver51 reads outthe location 
information stored in status information memory unit 
514, generates HTML data by following the location in- 
formation, and transmits the HTML data to the terminal 
1. As a result, a screen shown in fig. 30D is displayed 
-*o on the display unit of terminal 1 . 

[0241] On the other hand, when the user performs the 
input operation to select an menu item [ Compulsory En- 
gine Lock J to the instruction input unit of terminal 1 , ter- 
minal 1 transmits to system control unit 511 in HTTP 
45 server 51 via mobile packet communication network 2, 
the decision signal DS4 including URL corresponding to 
[Compulsory Engine Lock] (Step Sf8). System control 
unit 51 1 in HTTP server 51 modifies the status informa- 
tion memorized in status information memory unit 514 
50 by following the decision signal DS4 transmitted from 
terminal 1. Then, system control unit 511 transmits to 
carserver601 via car network management server 500, 
a control instruction CI4 to which the modified informa- 
tion is added (Step Sf9,10). 
55 [0242] Control unit 61 1 in car server 601 extracts the 
status information from the received control instruction 
CI4, and overwrites the status information table 
TBL2-m. Then, control unit 611 performs control of en- 
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nine control unit 604 by following the status information. 
It can also be conceived that electronic locking of an 
engine to thereby stall the engine be carried out. In this 
case engine control unit 604 stops supplying gasoline 
to the engine. Also, it is preferable to be able to contro 
speed which keeps below specified speed (e.g.: 10km/ 
h ) in this case, engine control unit 604 controls an in- 
jector to prevent supply above a predetermined amount 
of either one of gasoline or air, or both to an engine. 

<Operation example 3-b-2> 

[0243] This operation example is performed when, for 
example, a car with its headlights on is detected in car 
server 601. Basically, this operation example is the 
same as that in operation example 3-b-1 described 
above. Therefore, only those points which differfromthe 
operation example 3-b-l will be described. 
[0244] Firstly, when a user stops an engine with head- 
lights turned on, incarserver601 .the time which system 
control unit 611 stops the engine is stored in RAM. At 
this point, car server 601 receives a control instruction 
from car network control unit 500 within the designated 
time stored in RAM, turns the headlights off by following 
this control instruction, and erases the time stored in 

[0245] On the contrary, when the control instruction 
[Turn the headlights off ] is not transmitted from car net- 
work control unit 500 within the designated time (e.g. 1 0 
minutes) stored in RAM, car server 601 transmits an 
alarm to car network control unit 500. When car network 
control unit 500 receives this alarm, the same process 
as that in Step Sf4-Sf8 in fig. 29 is performed. An exam- 
ple of a picture, which corresponds to an electronic mail 
EM2 displayed on the display unit of terminal 1 will be 
shown in fig. 31 A and 31 B. As shown in this figure, when 
the electronic mail EM corresponding to the alarm is 
transmitted from HTTP server 51 , the screen shown in 
fiq 31 A is displayed on the display unit of terminal 1 
and it gives a caution to the user. And, when the control 
instruction is transmitted from HTTP server 51 by per- 
forming the car network control process described 
above car server 601 turns the headlights off by follow- 
ing the status information attached to the control instruc- 
tion, and erases the time stored in RAM. 

<Operation example 3-b-3> 

[0246] This operation example is performed when an 
alarm at the time of an accident is transmitted from car 
server 601 . 

[0247] Firstly, when a collision occurs between cars, 
acceleration of gravity above designated threshold is 
detected in security system 603. In this case, security 
system 603 transmits the alarm at the time of an acci- 
dent to car server 601 . In this case, the various informa- 
tion may be attached to the alarm at the time of an ac- 
cident transmitted from security system 603 to car serv- 



er 601 . For example, a sphygmometer is installed on a 
seatbelt to get a user's pulse, and the user's pulse may 
be attached to the alarm in transmission. 
[02481 Car server 601 transfers to HTTP server 51 via 
5 car network management facility 500, the alarm at he 
time of an accident to which location information (the 
status information corresponding to GPS 605 among 
the status information stored in status Wom,al»nt^ 
614) is added. When system control unit 511 in nil r 
10 server 51 verifies that the transmitted alarm AC is the 
alarm at the time of an accident, system control unit 511 
extracts the location information from the received the 
alarm at thetimeof an accident, and notifies the location 
information to notification server 7. By the way, if the in- 
,5 formation, such as the user's pulse, is added to t he 
alarm at the time of an accident, system control unit 511 
transmits this information to notification server 7. 
[0249] As a result, an event for which the alarm has 
been notified is generated at a police station, or a secu- 
20 rity company. Thus, the police or security guards are 
able to determine from the location information transmit- 
ted from notification server 7, a location of a car involved 
in an accident. Also, if health status information, such 
as the user's pulse is included in data transmitted as an 
25 alarm at the time of an accident, rapid notification to 
emergency services can be made. 
[0250] Thus, when an emergency happens in a car, 
the details are transmitted to the terminal of a user in 
this embodiment. Therefore, if a user's car is stolen , that 
30 userwillbeabletotakepromptandeffectiveaction. Fur- 
ther in the case that an engine is electronically locked 
a stolen car can be prevented from being moved to a 
location far from an place where, for example an acci- 
dent occurs, in addition, since HTTP server 51 obtains 
35 location information on a car, and notKies this informa- 
tion to for example, the police. Therefore, any accident 
or other alarm event can be dealt with rapidly. 
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[0251] In this embodiment, in-vehicle devices in- 
stalled in the car network system are remotely controlled 
by utilizing terminal 1. However, a motorbike network 
may be performed by installing the same system in a 
45 motorbike. This application is one which would have ob- 
vious benefit due to the high theft rate for motorbikes. 



Claims 



so 



1 . A method for remote control of home-located elec- 
tronic devices wherein 

when a management facility receives a re- 
quest signal and a first identifying signal from a ter- 
55 minal via the network, said management facility ob- 
tains status information showing status of home-lo- 
cated electronic devices controlled by said server, 
and a second identifying signal via the networkfrom 
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a server corresponding to the received first identi- 
fying signal, generates a screen showing the status 
of said home-located electronic devices and display 
information showing a screen for prompting input of 
a control instruction for said home-located electron- 
ic devices based on said status information, and 
transmits them to said terminal corresponding to 
said second identifying signal; 

said terminal displays a screen showing the 
status of said home-located electronic devices and 
a screen for prompting input of a control instruction 
of said home-located electronic devices based on 
the received display information on said display 
screen, and transmits said first identifying signal 
and first control information showing said control in- 
struction to said management facility when said 
control instruction is input; 

said management facility generates second 
control information; for which said server performs 
control of said home-located electronic devices, 
based on said first control information, and trans- 
m its it to said server corresponding to said first iden- 
tifying signal; and 

said server performs control of said home-lo- 
cated electronic devices based on said second con- 
trol information. 

2. A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein said management facility generates 
said display information depending upon perform- 
ance of said terminal corresponding to said second 
identifying signal. 

3. A method for remote control of home-located elec- 
tronic devices according to Claim 2, 

wherein said management facility generates 
said display information depending upon communi- 
cation capability of said terminal corresponding to 
said second identifying signal. 

4. A method for remote control of home-located elec- 
tronic devices according to Claim 2, 

wherein said management facility modifies 
the size of a picture, a number of display colors, a 
number of gradations, and data format for said dis- 
play information depending upon display capability 
of said terminal corresponding to said second iden- 
tifying signal. 

5. A method for remote control of home-located elec- 
tronic devices according to Claim 2, 

wherein said management facility generates 
said display information to be the same layout of 
information details displayed on said display screen 
between terminals which perform differently. 

6. A method for remote control of home-located elec- 



tronic devices according to Claim 1 , 

wherein said first identifying signal and said 
second identifying signal are the same signals. 

5 7. A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein said management facility generates 
said display information based on either one of at 
least a user's age or sex. 

10 

8. A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein said server is able to control one or 
more control items of one home-located electronic 
is device, or of more than one home-located electron- 
ic devices; 

wherein said management facility memorizes 
security level showing beginning and ending of a 
range which permits said user to control; 

20 wherein said management facility excludes 

the information for prompting said user to input a 
control instruction of said home-located electronic 
devices at the time of generating said display infor- 
mation, and the information with regard to the con- 

25 trol items out of the range corresponding to said se- 
curity level from said display information. 

9. A method for remote control of home- located elec- 
tronic devices according to Claim 8, 

30 wherein said management facility configures 

said security level based on said user's age. 

10. A method for remote control of home-Located elec- 
tronic devices according to Claim 1 , 

35 wherein said server and said home-located 

electronic devices are installed in a house used by 
said user, and configure a local network in said 
house. 

40 1 1 . A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein said server and said home-located 
electronic devices are installed in vehicles used by 
said user and configures a local network in said ve- 
45 hides. 

12. A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein an engine control unit for controlling 
so the amount of either one of at least gasoline or air 
supplied to an engine of vehicles is included in said 
home-located electronic devices: and 

wherein said server controls said engine con- 
trol unit to control the amount of either one of at least 
55 gasoline or air supplied to an engine of said vehicles 
based on said second control information. 

13. A method for remote control of home-located elec- 
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tronic devices according to Claim 1 , 

wherein a location information unit for obtain- 
ing location information of vehicles is included in 
said home-located electronic devices: and 

wherein said server controls said location in- 
formation unit for obtaining location information of 
said vehicles based on said second control informa- 
tion. 

14. A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein said management facility transmits 
said second control information, and charges said 
user when said server transmits a notification that 
designated control is performed by second control 
information. 

15. A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein said management facility transmits 
said second control information to said server via a 
mobile communication network. 

16. A method for remote control of home-located elec- 
tronic devices according to Claim 1 , 

wherein said management facility is connect- 
ed to a mobile communication network; and 

wherein said terminal transmits first control in- 
formation to said management facility via said mo- 
bile communication network. 



17. A method for remote control of home-located elec- 
tronic devices wherein, 

when home-located electronic devices detect 
that an object is in designated status for detection 
home-located electronic devices transmit an emer- 
gency signal to a server via a local network; 

when said server receives said emergency 
signal, said server transmits an alarm showing an 
emergency and a first identifying signal to a man- 
agement facility via said local network; 

when said management facility receives said 
alarm, said management facility generates a screen 
for performing alarm notification, and displays infor- 
mation for prompting input of a control instruction 
for said home-located electronic devices based on 
said alarm, transmits them to said terminal corre- 
sponding to said first identifying signal; 

said terminal displays a screen for performing 
alarm notification and a screen for prompting input 
of a control instruction for said home-located elec- 
tronic devices on said display screen based on re- 
ceived display information, and when said control 
instruction is input, said terminal transmits a second 
identifying signal and first control information show- 
ing said control information to said management fa- 
cility; . 
said management facility generates second 



control information, for which said server controls 
said home-located electronic devices, based on 
said first control information, and transmits it to a 
server corresponding to said second identifying sig- 

5 nal; and 

said server performs control of said home-lo- 
cated electronic devices based on said second con- 
trol information. 

10 18. A method for remote control of home-located elec- 
tronic devices according to Claim 1 7, 

wherein said management facility is connect- 
ed by a notification place in said emergency and a 
network; and 

15 wherein said management facility notifies to 

said notification place based on said second control 
information, said display information including infor- 
mation showing a screen for prompting to notify to 
said notification place. 

20 

19. A method for remote control of home-located elec- 
tronic devices according to Claim 1 7, 

wherein said first identifying signal and said 
second identifying signal are the same signals. 

25 

20. A method for remote control of home-located elec- 
tronic devices wherein, 

a management facility comprises driver soft- 
ware for said server for performing control of home- 
30 located electronic devices controlled by a server 
connected to said management facility via network; 

a terminal transmits to said management fa- 
cility a request signal showing that said driver soft- 
ware is downloaded from said management facility 
35 by said server and an identifying signal; and 

said management facility transmits to said 
server corresponding to said identifying signal, said 
driver software corresponding to said request sig- 
nal. 

40 21. A management facility of home-located electronic 
devices comprising, 

a first communication unit for communicating 
with a terminal, a second communication unit for 
45 communicating with a server for performing control 
of home-located electronic devices, and a control 
unit and when said control unit receives a request 
signal and a first identifying signal from said termi- 
nal via said first communication unit, said control 
50 unit obtains status information showing the status 
of said home-located electronic devices controlled 
by said server, and a second identifying signal from 
said server corresponding to said first identifying 
signal via said second communication unit, gener- 
55 ates a screen for showing status of said home-lo- 
cated electronic devices and display information for 
prompting input of a control instruction of the home- 
located electronic devices based on the status in- 
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formation, transmits them to said terminal corre- 
sponding to said second identifying signal via said 
first communication unit, generates second control 
information, for which said server controls said 
home-located electronic devices, based on said 5 
first control information, and transmits it to said 
servercorresponding to the received first identifying 
signal via said second communication unit. 

22. A management facility of home-located electronic 10 
devices according to Claim 20, 

wherein said control unit generates said dis- 
play information by a web page including a link to a 
page of more detailed information than a page for 
prompting said user to input a control instruction '5 
displayed on said display unit. 

23. A management facility of home-located electronic 
devices comprising. 

a first communication unit for communicating 20 
with a terminal, a second communication unit for 
communicating with a server for performing control 
of home-located electronic devices, and a control 
unit ; and when said control unit receives a first iden- 
tifying signal and an alarm from said server via said 25 
second communication unit, said control unit gen- 
erates a screen for performing alarm notification 
and display information showing a screen for 
prompting input of a control instruction of said 
home-located electronic devices based on the re- 30 
ceived alarm, transmits them to said terminal cor- 
responding to said first identifying signal via said 
first communication unit, and when said control unit 
receives a second identifying signal and first control 
information showing said control instruction from 35 
said terminal via said first communication unit said 
control unit generates second control information, 
for which said server performs control of said home- 
located electronic devices, based on said first con- 
trol information, and transmits it to said server cor- 40 
responding to said second identifying signal via said 
second communication unit. 

24. A management facility of home-located electronic 
devices comprising, 45 

a first communication unit for communicating 
with a terminal, a second communication unit for 
communicating with a server for performing control 
of home-located electronic devices, a memory unit, 
and a control unit, in which said memory unit com- so 
prises driver software for said server for performing 
control of home-located electronic devices control- 
led by said server connected to said management 
facility via a network, and in which said control unit 
receives from said management facility via said first 55 
communication unit, an identifying signal and a re- 
quest signal showing that said driver software is 
downloaded from said management facility by said 



server and transmits to said server corresponding 
to said identifying signal via a second communica- 
tion unit., said driver software corresponding to said 
request signal. 
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